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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

THOMAS WILNER, et al.,
Plaintiffs,
V.

Civ. A. No. 07-CV-03883-DLC

NATIONAL SECURITY AGENCY and
U.S. DEPARTMENT OF JUSTICE,

Defendants.
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(U) REDACTED SECOND DECLARATION OF DAVID M. HARDY'

(U) I, David M. Hardy, declare as follows:

1. 3

1. {U) Iam currently the Section Chief of the Record/Information Dissemination
Section (“RIDS”), Records Management Division (“RMD™), at Federal Bureau of Investigation
Headquarters (“FBIHQ”) in Washington, D.C. I have held this position since August 1, 2002.
Prior to joining the FBI, from May 1, 2001 to July 31, 2002, T was the Assistant Judge Advocate
General of the Navy for Civil Law. In that capacity, I had direct oversight of Freedom of
Information Act (“FOIA”) policy, procedures, appeals, and litigation for the Navy. From October
1, 1986 to Apri served as a Navy Judge Advocaie at various commands and routinely

worked with FOIA matters. Iam also an attorney who has been licensed to practice law in the state

of Texas since 1980,

2. (U)  Inmy official capacity as Section Chief of RIDS, I supervise approximately

190 empioyees who staff a total of ten (10) Units and a ficld operational service center whose
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collective mission is to effectively plan, develop, direct and manage responses to requests for
access to FBI records and information pursuant to the FOIA; Privacy Act; Executive Order 12958,
as amended; Presidential, Attormey General and FBI policies and procedures; judicial decisions;
and Presidential and Congressional directives.

3. (U) My responsibilitics also include the review of FBI information for
classification purposes as mandated by Executive Order 12958, as amended by Executive Order
13292 (March 25, 2003),” and the preparation of declarations in support of Exemption 1 claims
asserted under the FOIA.? 1 have been designated by the Attorney General of the United States as
an original classification authority and a declassification authority pursuant to Executive Order
12958, as amended, §§1.3 and 3.1. The statements contained in this declaration are based upon my

personal knowledge, upon information provided to me in my official capacity, and upon

4. (U)  Duc to the nature of my official duties, [ am familiar with the procedures
followed by the FBI in responding to requests for information from its files pursuant to the
provisions of the FOIA, 5 U.S.C. § 552, and the Privacy Actof 1974, 5 U.S.C. § 552a. Specifically,
I am aware of the treatment which has been afforded the requests for records made to FBIHQ by
William Goodman, Esq., Legal Director of the Center for Constitutional Rights (“CCR”), on

behalf of the plaintiffs in thi
plamtiffs in tl

il L i1 L

All policies, procedures, guidelines, or practices for the interception
of communications pursuant to the [TSP} warrantless surveillance
program. . . .

5. (U)  This declaration supplements and incorporates my previously submitted

2 (U} 60 Fed. Reg. 19825 (1995) ard 68 Fed. Reg. 15315 (2003).
P U) 5US.C.§ 552 (b))
-2
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declaration in this case, the Declaration of David M. Hardy, executed on March 18, 2008, and
Exhibits A through E thereto (“First Hardy Declaration”), which was intended to address
plaintiffs’ individual requests for access to documents concerning the TSP as it pertains to the
individual plaintiffs. This declaration also supplements, incorporates, and relies upon the In

Camera, Ex Parte Second Declaration of J. Michael McConnell, the current Director of National

Intelligence, dated May 2, 2008 (“Second McConnell Declaration”);4 the In Camera, Ex Parie

Declaration of Steven G. Bradbury, dated May 5, 2008 (“Bradbury Declaration™); and the
Supplemental Declaration of Joseph J Brand, (“Supplemental Brand Declaration”), dated May 1,
2008. In reaching withholding determinations, the FBI has consulted with other federal agencies
and officials with regard to the harm to national security that would result from disclosure of the
documents identified in this declaration. I have personally reviewed the Second McConnell
Declaration, which I am advised is being filed contemporaneously with this declaration. The
Second McConnell Declaration is provided in support of withholdings in all TSP-related FOTA
matters, and [ have once again, as in my prior declaration, relied upon DNI McConnell’s expert
assessment of the harm to the national intelligence program that would result from disclosure of

documents related to the TSP.

@)
o~
(un!
'

T am advised that plaintiffs’ inquiry at issue in concerning document
withholdings has focused on “all records establishing discussing or referencing t

procedures, guidelines, or practices™ used to intercept communication under the TSP

7. (U)  Asaresult of extensive search efforts at FBIHQ, RIDS located and

* (1) In February 2007, 1. Michael McConnell replaced Ambassador Negroponte as the Director of National
Intelhgence (“DNT"}.

> (U) Foracomplete description of the administrative history and related correspondence of this case, see
Declaration of David M. Hardy (“First Hardy Declaration™), dated March 18, 2008, and Exhibits A through E attached

thereto
LIACTICLO,
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identified numerous pages of potentially responsive records. After engaging in a review of these
records, which included the elimination of certain pages as either out of scope or not responsive,
the FBI made a release to plaintiffs on February 8, 2008, This release consisted of a pre-processed
set of materials which were deemed responsive in a similar lawsuit filed in fhe District of
Columbia by the Electronic Privacy Information Center (“EPIC”) and the American Civil

Liberties Foundation (“ACLU”) and consolidated, EPIC/ACLU v. DOJ, Civ. A. Nos.

06-CV-00096 and 06-CV-00214 (HHK) (D.D.C.).° Specifically, the FBI advised plaintiffs on
February 8, 2008 that it had reviewed a total of 2557 pages, and it was releasing 168 pages in full
or in part.”

8. REDACTED

9. (U}  This declaration will explain the procedures used to search for and review
the FBIHQ records responsive to plaintiffs” FOIA requests; will address those documents which
have been withheld in full or in part; and will provide justifications for information withheld in
these documents pursuant to FOIA Exemptions 1, 2, 3, 5, 6, 7(A), 7(C), 7(D) and 7(E), in support
of defendant’s motion for summary judgment,

10. (U)  For the convenience of the Court, Exhibit A to this declaration is a detailed

In Camera, Ex Parte Index which lists each of the documents withheld in full or in part by the FB1

® (U) The Court in EPIC/ACLU v, DOJ, Civ. A. Nos. 06-CV-00096 and 06-CV-00214 (HHK) (D.D.C.), granted
summary judgment to the FBI for the following documents: FBI 1, 15, 20, 25, 27-31, 34, 40, 44-40, 49, 52, 56, 61-64,
67, 68, 70,71, 73-80, 82, 84, 92, 93, 116-120, 123, 124, 127, 130, 133, 140, 142, 146, 147, 150, 151, 152, 158, 159,
163, 164, 165, 167,170, 172, 177, 179, 182-184, 186-188, 190, 191, 211, 212, 220, 221, 223, 224, 234, 236, 237,
243-246, 248-250, 256-261. 203, 266, 273, 276, 280, 283-285, 292, 293, 296, 297, 300, 304, 305, 309, 319, 322-340
and 2000. Plaintiffs in EPIC/ACLU disclaimed/withdrew their objections for FBI 23. Finally, the Court in

EPTIT/ACTTT alen aoranifed cummary indoment far the fnllauviane rafarrad dociimenter WRIZ. A, T, 34 14, 24 248 17, 1%
i a0 3350 g 1Nt Ior Ing I0HOWINg 1eidre S 38,

LICOAL DRasiiids Gl Y Julagint = N AROLRII R LT, X AFA g e sy 2T R0Fa ST iy

42,48, 50, 103, 104, 105, 106, 107, 108, 109, 112, 132 and 317.

"REDACTED

-4-

UNCLASSIFED



UNCLASSIFIED

in this litigation. The FBI previously assigned sequential numbers —e.g., “FBI 1,” “FBI 2,”

“FBI 3,” -- for those documents deemed responsive in the EPIC/ACLU v, DOJ, Civ. A. Nos.

06-CV-00096 and 06-CV-00214 (HHK) (D.D.C.), litigation. In this case, the FBI maintained the
identical number scheme but considered certain documents as not responsive to plaintiffs’ requests.
It is for that reason that Exhibit A reflects skips or gaps in the numbering of the documents. The In

Camera, Ex Parte Index identifies the document number, date, includes a detailed document

description, number of pages, applicable FOTA exemptions, and justification for applicable FOIA
exemptions by referring to the corresponding paragraph number(s) in this declaration where the
document is discussed. By contrast, the public Index contains the document number, date, a
brief/generic document description, applicable FOIA exemptions, and justification for applicable

FOIA exemptions by referring to the corresponding paragraph number(s) in the Public Second

(U) CLASSIFICATION OF DECLARATION

11. REDACTED
12. REDACTED
13. REDACTED

14. REDACTED

{TH
A

15. (U)  Following the September 11, 2001 attacks on the United States, the
President authorized the TSP in order to detect and prevent future terrorist attacks by al Qaeda and

its affiliates, Under the TSP, the NSA intercepts communications as to which it has reasonable

PR DRI R 1. L L T RS . S, oo st ol Mhaada e o
SrOounias o believe t e of the communicarils is a member oi agcut 0T dar /acda or an

affiliated terromist organization; and (2) the communication being collected 1s to or from a foreign

-5-
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country (i.e., a “one-end” foreign communication).

16. (U)  Due to its extraordinary sensitivity, information relating to the TSP 1s
currently classified as TOP SECRET under the standards set forth in E.O. 12958, as amended. In
particular, and as will be described in further detail infra, information relating to the TSP concerns
“intelligence activities (including special activities), intelligence sources or methods, or
cryptology,” E.O. 12958, as amended, § 1.4(c); “scientific, technological, or economic matters
related to the national security, which includes defense against transnational terrorism,” 1d., §
1.4(e); and “vulnerabilities or capabilitics of systems, installations, infrastructures, projects, plans,
or protection services relating to the national security, which includes defense against international
terrorism,” id., § 1.4(g), the disclosure of which reasonably could be expected to cause
exceptionally grave damage to the national security of the United States. Id. § 1.2(a)(1).

17. (U)  The President publicly acknowledged the existence of the TSP on
December 17, 2005 during a radio address. As the President has stated, however, details about the
TSP remain highly classified and subject to special aceess restrictions under the criteria set forth in
Executive Order 12958, as amended. Unauthorized disclosure of information regarding the TSP
can be expected to cause exceptionally grave damage to the national security of the United States.

Thus, pursuant to the criteria outlined in Executive Order 12958, as amended, information related

to the TSP is classified and, depending on the information, is usually su
and handling requirements reserved for “Sensitive Compartmented Information” (“SCI”), because
it involves or derives from particularly sensitive intelligence sources and methods.

18. (U) Following the President’s public acknowledgment of the TSP in December

2005, the Director of the FBL, during a February 2, 2006 hearing of the Senate Select Committee

on Intelligence, publicly acknowledged the FBI’s involvement in the TSP. Specifically, FBI

-6-
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Director Mueller stated that the FBI “get[s] a number of leads from the NSA from a number of
programs, including the program that’s under discussion today. ... And I can say that leads from
that program have been valuable in identifying would-be terrorists in the United States, individuals
who were providing material sﬁpport to terrorists.” Transcript at 51.

19. (U)  OnJanuary 17, 2007, the Attorney General announced that any electronic
surveillance that had been occurring under the TSP would subsequently be conducted subject to the
approval of the Foreign Intelligence Surveillance Court (“FISC™). On August 5, 2007, Congress
enacted the Protect America Act of 2007, Pub. L. No. 110-53, which exempted the acquisition of
certain foreign intelligence information from the definition of “electronic surveillance” subject to the
procedures of the Foreign Intelligence Surveillance Act (“FISA™). The Act lapsed on February 16,
2008, but certifications made under the Act continue for one year from their entry. Under these
circumstances, | am advised, the President has not renewed his authorization of the TSP,

20. (U)  Although the existence of the TSP has now been publicly acknowledged, and
cerfain general facts about the TSP have been officially disclosed both by DOJ officials as well as by
FBI Director Mueller, the President and others have made clear that sensitive information about the
nature, scope, operation, and effectiveness of the TSP and other communications intelligence

activities remains classified and cannot be disclosed without causing exceptionally grave harm to U.S.

submitted in this litigation, sets forth the categories of information related to the TSP that cannot be
disclosed without causing such harms, and describes these harms in detail, upon which I rely herein.
See Second McConnell Declaration, 99 26-39.

21, REDACTED

22, REDACTED

-7-
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23. REDACTED

REDACTED [HEADING]

24, REDACTED
25. REDACTED®
26. REDACTED

(U) EXPLANATION OF THE FBI'S CENTRAL RECORDS SYSTEM

27.  (U)  The Central Records System (“CRS"’) enables the FBI to maintain
mformation which it has acquired in the course of fulfilling its mandated law enforcement
responsibilities. The records maintained in the CRS consist of administrative, applicant, criminal,
personnel, and other files compiled for law enforcerﬁent purposes. This system consists of a
numerical sequence of files, called FBI “classifications,” which are broken down according to

subject matter. The subiect matter of a file ma
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publication, activity, or foreign intelligence matter or program, Certain records in the CRS are
mammtained at FBIHQ), whereas records that are pertinent to specific field offices of the FBT are
maintained in those field offices. Although the CRS is primarily designed to serve as an

investigative tool, the FBI searches the CRS for documents which are potentially responsive to

FOIA/Privacy Act requests. The mechanism that the FBT uses to search the CRS is the Automated

Case Support System
28. (U)  On or about October 16, 1995, the Automated Case Support (“ACS”)
system was implemented for all Field Offices, Legal Attaches (“Legats”), and FBIHQ in order to

consolidate portions of the CRS that were previously automated. ACS can be described as an

ct

internal computerized subsystem of the CRS. Because the CRS cannot electronically query the

-8-
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case files for data, such as an individual’s name or social security number, the required information
is duplicated and moved to the ACS so that it can be searched. More than 105 million records were
converted from automated systems previously utilized by the FBI. Automation did not change the
CRS; instead, automation has facilitated more economic and expeditious access to records
maintained in the CRS.

29. {(U)  Theretrieval of data from the CRS is made possible through the ACS using
the General Indices, which are arranged in alphabetical order. Entries in the General Indices fall
into two categories:

(a) (U) A “main” entry -- A “main” entry, or “main” file, carries the name
corresponding with a subject of a file contained in the CRS.

{b) (U) A “reference” entry --“Reference” entries, sometimes called
“cross-references,” are generally only a mere mention or reference

to an individual, organization, or other subject matter, contained in

a document located in another “main” file on a different subject matter.

30. (U)  Searches made in the General Indices to locate records concerning a
particular subject are made by searching the subject requested in the index. FBI field offices have
automated indexing functions.

31, (U)  The ACS consists of three integrated, yet separately functional, automated
applications that support case management functions for all FBI investigative and administrative

Cascs!:

Y T

(a) (U

[ ¥l W L T

) Investigative Case Management (“ICM™) — ICM provides the ability to

open, assign, and close investigative and administrative cases as well as set, assign, and track leads.
The Office of Origin (“O0”), which sets leads for itself and other field offices, as needed, opens a
casc.
formerly known as Auxiliary Offices. When a case 1s opened, it 1s assigned a {Iniversal

Case File Number (“UCEN), which is used by FBIHQ, as well as all FBI ficld offices and Legats

s REDACTED

-9.
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that are conducting or assisting in the investigation. Using a fictitious file number
“111-HQ-12345" as an example, an explanation of the UCFN is as follows: *111” indicates the
classification for the specific type of investigation; “HQ” is the abbreviated form used for the OO
of the investigation, which in this example is FBIHQ; and “12345” indicates the individual case
file number for the particular investigation.

(b) (U) Electronic Case File (“ECF”) — ECF serves as the central electronic
repository for the FBI’s official text-based documents. ECF supports the universal serial concept
in that only the creator of a document serializes it into a file. This provides a single-source entry of
serials into the computerized ECF system. All original serials are maintained in the QO case file.

(c) {U) Universal Index (“UNI") — UNI continues the universal concepts of ACS
by providing a complete subject/case index to all investigative and administrative cases. Only the
OO 1s required to index; however, the LOs may index additional information as needed. UNI,
currently an index of approximately 98.9 million records, functions to index names to cases, and to
search names and cases for use in FBI investigations. Names of individuals or organizations are
recorded with 1dentifying applicable information such as date or place of birth, race, sex, locality,
Social Security number, address, and/or date of event.

32 (U)  The decision to index names other than subjects, suspects, and victims is a
discretionary decision made by the FBI Special Agent (“SA”) — and on occasion, the support
employee -- assigned to work on the investigation, the Supervisory SA (“SSA™) in the field office
conducting the investigation, and the SSA at FBIHQ. The FBI does not index every name in its
files; rather, it indexes only that information considered to be pertinent, relevant, or essential for
future retrieval. Without a “key” (index) to this enormous amount of data, information essential to
ongoimg investigations could not be readily retrieved. The FBI files would thus be merely archival
in nature and could not be effectively used to serve the mandated mission of the FBI, which is to

investigate violations of federal criminal and national security statutes. Therefore, the General
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information, if any, the FBI may have in its CRS files on a particular subject matter or individual,
such as documents related to the TSP.

(U) SEARCHES FOR RECORDS RESPONSIVE TO PLAINTIFES’ REQUEST

33. (U)  The processing of plaintiffs” FOIA request was largely addressed in my
prior declaration, see First Hardy Declaration, Exhibit E to Defendants’ Partial Motion for
Summary Judgment, at §9 10-14, and that description is incorporated herein by reference. RIDS
personnel initiated a search of the FBI’s CRS to identify potentially responsive documents on
March 1, 2006. As aresult, March 1, 2006 became the search cut-off date for the identification of
responsive records. An initial problem associated with identifying responsive documents is the
generalized and broad-ranging nature of plaintiffs’ FOTA request as it relates to the TSP, which
does not lend itself naturally to the standard CRS searches that the FBI typically conducts in
response to specific requests for FBI investigative files, This is particularly the case when the
subject matter of the request is relatively recent, and many of the records which ultimately were
identifled as responsive have not yet been indexed to the CRS. As a resuit, RIDS aiso prepared and
sent an Electronmic Communication {“EC”) dated June 23, 2006, requesting that the Director’s
Office, the Office of the General Counsel (“OGC™), the Counterterrorism Division (“CTD™), the
Counterintelligence Division (“CID™), the Inspection Division (“INSD”), the Office of Public
Affairs (“OPA”) and the Office of Congressional Affairs (“OCA™), search for and produce
potentially responsive documents, particularly those documents which would not otherwise be
serialized and/or indexed in the CRS, including internal e-mail traffic. A combination of the
search EC and an individualized inquiry of those FBIHQ employees most likely to possess
potentially responsive records, led to the identification of the set of documents which have
ultimately becn deemed to be responsive to plamntitfs’ request. As aresult, by letter dated February
8, 2008, the FBI released to plaintiffs a total of 168 pages out of a total of 2557 pages reviewed —

nine (9) documents (consisting of 43 pages) released in full; and four (4) documents (consisting of

125 pages) released in part. Moreover, the FBI noti

-11 -
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responsive material had been withheld in full pursuant to FOIA Exemptions 1,2, 3, 5, 6, 7(A),
7(C), 7(D) and 7(E). See Exhibit B,

34 (U)  Insum, the FBI has identified as responsive and has withheld in full: (a) 189
non-serialized documents, which will be further described in detail below; (b) 24 documents
which originated with either other DOJ components or other federal govemment agencies and
which were referred for direct response, four of which contain FBT equities and will be addressed
in further detail below; and (c) one main HQ file and five sub-files, along with unserialized e-mails
and other documents related to a criminal investigation into the leak of TSP-related information.
This declaration will address both serialized and non-serialized responsive documents which have
been withheld in full or in part, as well as FBI equities in those documents which originated with
other DOJ components and/or other federal government agencies.

35. (U)  In the course of preparing both this Vaughn declaration, as well as my
second declaration in the EPIC/ACLU case, the FBI discovered it was unable to locate one
particular subset of responsive documents (FBI 15, 17, 20, 24, 25, 26-32, 36, 40, 44, and 45).

I did have the opportunity to review these documents when they were first located in 2006.
However, some time after the first declaration I submitted in the EPIC/ACLU litigation and prior
to my second declaration, we were unabie to locate these particular documents. We were able to
locate a copy of FBI 31 - which may or may not be an identical duplicate — in the files of another

1L j841 SLUEN g 35 e L i 111 LALULRAL

FBI employee. However, aside from a copy of FBI 31, and despite extensive search efforts,” we

? (U) These efforts have included: thorough searches of the classified safe in which this material has been maintained
since 20006 — negative results; thorough searches of several other classified safes in the surrounding office area —
negative results; thorough searches of the classified safe in the GC’s office — negative results; a request for any
documents remaining in the possession of the Director’s Special Assistant — negative results; an e-mail request from

the GC to those OGC employees who have been read into the TSP to search their safes and report back either positive

nr neaativa findinoe {iﬂ{‘111:‘]1‘ng O3 attnrmmevye whn ars nn avtendad r:lpfaﬂa At At the Affi~aY  all nar}ah'wn roc1iltc: o
25 L atliomeys wioe 1 NeE

G Lbgaiive DG aiatoaiataaiaz LN TN it DL CAICHUOU GLealis OUL O WiD O ) [ VLY D TNOW L,

broader e-mail request from the GC to FBIHQ CTD emplovees who have been read into the TSP to search their safes
and report back either positive or negative findings — as of this date, negative results; a request made directly to two
FBI employees who have been associated with the program and who are recipients or senders of many of the
documents as to leads in tracking down the documents in this missing range — negaiive resuits; a request Tor a thorough
search of the Inspection Division unit who is responsible for collecting and providing docurnents to the DOJT Inspector
General as it conducts an inquiry into the TSP — negative results; a direct request of IG personmel to conduct a search of
the materials in their possession they have received from the FRI to see if these four documents could be located -

negative results. The FBI will continue its search efforts, and will notify the Court in the event these remaining
-12-
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have been unable to find the remaining documents identified above (FBI 15, 17, 20, 24-30, 32, 36,
40, and 44-45. As aresult, I am able to provide only a brief summary of these documents — all of
which appear to be drafis or stmilar to other non-serialized documents — based on an internal log
we created 1 2006, and which formed the basis for the Index we are submitting today as Exhibit A.
36. (U)  The FBI has carefully reviewed each available document to determine if all
classified information continues to be properly classified; and reviewed each available document
to determinc if any of the information could be segregated and released due to the passage of time

and/or additional information having been made available publicly.®

37. (U)  Thus, below we will address those documents which have been withheld in
full or in part, and provide detailed justifications for that information pursuant to Exemptions 1,
2(Low), 2(High), 3, 5 6, 7(A), 7(C), 7(D) and 7(E)."'

(U) CATEGORIES OF RECORDS RESPONSIVE
TO PLAINTIFFS’ REQUEST

38, (U) The responsive documents as a whole are best described as falling into the

following four general categories:'

documents are located.

'"QU) On July 26, 2007, Representative John Conyers, Jr. made a request to the FBI for access to copies of the FBI
Director’s notes “regarding conversations that [he] had with {ormer Deputy Attorney General James Comey . . . and
former Attorney General John Asheroft . . . regarding a March 10, 2004, hospital visit involving former White House
Counsel Alberto Gonzales and former Chief of Staff to the President Andrew Card.” The FBI responded by letter
dated August 14, 2007, and produced a redacted set of the Director’s notes regarding events on March 10, 2004, That
material has since been made accessible via the Internet. As a result, the FBI has processed the identical document
consistent with the Conyers release, and has reviewed and released certain portions of other documents which are very
similar in nature to that material released to Representative Conyers.

""'(T7) For Exemption 5, the following acronyms will be used throughout: IDPP = “deliberative process privilege:”
ACC = “artorney-client communications privilege;” and AWP = “attorney-work product privilege.”

'*(C) The FBI has identified a subset of documents whose substance consists predominantly of discussions of
opcrational details and statistics related to the use of, and reliance on, the TSP by the B FBI 8, 41, 115,128,137,
139,141, 143-144, 148-149, 166, 171, 175, 178, 193-194, 239, 241, 242, 269-271, 274-275, 301-303, 313-314, 316
and 318 However, these documents contain portions which are responsive 1o plaintiffs’ request and as a result, have
been included in this discussion. See Exhibit A,

-13.-
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A. REDACTED
B. REDACTED
C. REDACTED

(U} D. Criminal Media Leak Investigation: criminal investigation into leak of TSP-related

information which led to publication of New York Times articles in December 2005 (reflected in

one main HQ file and five sub-files, as well as unserialized e-mails and other documents) [FBI

2000].
(U) SUMMARY OF JUSTIFICATION CATEGORIES

39, (U)  Listed below are the categories used to explain the FOIA exemptions

asserted to withhold protected material.

CLASSIFICATION | FOIA

MARKING EXEMPTION | DESCRIPTION OF FOI4A EXEMPTION

(U) (b)) Classified Information

(W) (b)(2) Internal Agency Rules and Practices

L)) {Low) e Internal FBI Business Telephone, Fax and Pager Numbers

REDACTED REDACTED REDACTED

) (b)(3} Information Protected by Other Statutes

(S) e Federal Grand Jury Information (Rule 6(e) of the Federal
Rules of Criminal Pro¢edure)

L)) ¢ Intelligence Sources and Methods Based On DNI Statute

() {(b}(5) Deliberative Process, Attorney/Client and Work Product

Privileges

(U) (DPP) e Deliberative Process Privilege

() {(ACCO) ¢ Attorney/Client Communications Privilege

() {(AWP) e Attorney Work Product

(U) (b)(6) & Clearly Unwarranted & Unwarranted Invasion of Personal

IO Privacy

(U) ¢ Names and/or Identifying Information Concerning FBI
Special Agents and FBI Support Personnel

{0 e Names and/or Identifying Information Concerning Other
Federal Government Employees

{T) o Names and/or Identifying Information Concerning Third
Parties of Investigative Interest

{U} »  Names and/or Identifying Information Cencerning Third
Pariies Interviewed

(U) o Names and/or Identifying Information Concerning Third
Parties Merely Mentioned in FBI Records

-14 -
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() UIGEY Pending Law Enforcement Investigation

() ¢ TInformation Which if Disclosed Would Interfere with the
Ongoing Active FBI and DOJ Criminal Investigation of
the Tnauthorized Disclosure of Clagsified Information
Concerning the TSP

{U) (O){THD) Confidential Source Information

(U) e Names and/or Identifying Information Provided By
Individuals Under an “Express” Assurance of
Confidentiality

m » Names and/or Identifying Information Provided By
Individuals Under an “Implied” Assurance of
Confidentiality

() (bXTHIE) Investigative Techniques and Procedures

REDACTED REDACTED REDACTED

(U) APPLICATION OF FOIA EXEMPTION 1 AND E.O, 12958, AS AMENDED"

40, (U)  The FBI’s analysis of the withholding of classified information contained in
its records in a FOIA context is based on the standards articulated in the FOIA statute, 5 U.S.C. §
552 (b)(1). Exemption 1 protects from disclosure those records that are “(A) specifically
authorized under criteria established by an Executive Order to be kept Secret or Top Secret in the
interest of national defense or foreign policy; and (B) .are in fact properly classified pursuant to
such Executive Order.”

41 (Y The FBI’s

is of whether Exemption 1 permits the withholding of
agency records consists of two significant steps. First, the FBI must determine whether the
information contained in the records is information that satisfies the substantive and procedural

criteria of the applicable Executive Order governing the classification and protection of national

security information. And second, the FBI has to analyze whether the documents are exempt

Al A 94 19F A%0
.40, 41, 49-46, 49, 52, 56, 57, 61-64, 67, 68, 70, 71, 73-77, 86, ()A, 84, 92, 93, 114- 120, 1;..}, 124,127,128,

" (Uy Exemption 1 has been asserted 1o plotect nformation in the following documents: FBI 1, 3, 8-10, 15, 17, 20,
.34

292, 293, 301L305, 313, 314,‘316, 318.’319 and 2000. See Exhibit A.

-15-

UNCLASSIFED




UNCLASSIFIED

under FOIA Exemption 1.

42. (U)  First therefore, I must determine whether the information in these records is
information that satisfies the requirements of the current Executive Order which governs the
classification and protection of information that affects the national security.'* Tmust further
ensure that the information at 1ssue complies with the various substantive and procedural criteria
of the current Executive Order, E.O. 12958, as amended. The current Executive Order that applies
to the protection of national security information was amended on March 25, 2003. Tam bound by
the requirements of E.O. 12958, as amended, when making classification determinations.

43. (U)  For information to be properly classified, and thus properly withheld from
disclosure pursuant to Exemption 1, the information must meet the requirements set forth in E.O,
12958, as amended, § 1.1 (a):

{a) (U an original classification authority is classifying the information;

(b) (U) the information is owned by, produced by or for, or is under the control of
the United States Government;

(c) (U} the information falls within one or more of the categories of information
listed in § 1.4 of this order; and

{d) (U) the original classification authority determines that the unauthorized
disclosure of the information reasonably could be expected to result in damage
to the national security, which includes defense against transnational terrorism,
and the original classification authority is able to identify or describe the

damage.

Gaiidpse

(U) FINDINGS OF DECLARANT

44, REDACTED'"

45. (U)  In conjunction with consultations with the NSA, as well as based on the

" (U) Section 6.1 (y) of E.O. 12958, as amended, defines “National Security” as “the national defense or foreign
relations of the United States.”
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classification determinations reflected in the Second McConnell Declaration, the FBI has
determined that the information at issuc warrants continued classification at the Top Secret level
pursuant to E.O. 12938, as amended, §§1.4 (c), (e) and (g).
46. REDACTED

¢ REDACTED;

» REDACTED;

s REDACTED:;

¢ (U) Revealing information regarding who is or is not targeted for surveillance by the NSA

thereby allowing foreign adversaries, including al Qaeda and its affiliates, to compromise,
detect, or evade U.S. surveillance operations.

47. REDACTED

REDACTED [HEADING]

48. REDACTED
(U) INTELLIGENCE ACTIVITIES, SOURCES AND METHQODS
49. (U) E.O. 12938, as amended, § 1.4 (c), exempts from disclosure information
which concerns “intelligence activities (including special activities), intelligence sources and
methods, or cryptology . ... The information withheld consists of intelligence activities and

methods utilized by the FBI for gathering intelligence data. “Intelligence activity or method”

organization that has been determined to be of national security interest. “Intelligence method™ is
used to indicate any procedure (human or non-human) utilized to obtain information concernin

such individual or organization. An intelligence activity or method has two characteristics. First,

the intelligence aciivity or method, and information generated by i, is needed by the U.S.

¥ (U) See E.O. 12958, as amended, § 1.2(a)(1).
-17-
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Intelligence/Counterintelligence agencies to carry out their missions. Second, confidentiality
must be maintained with respect to the activity or method if the viability, productivity and
usefulness of the activity or method are to be preserved.

50. (U) Inthis case, Exemption 1 has been applied to protect intelligence sources
and methods with respect to the following categories of information contained in both serialized
and unserialized documents identified as responsive to plaintiff’s request:

(a) REDACTED

(b) REDACTED

(c) REDACTED

(d) REDACTED

(e) REDACTED

(O (U) CRIMINAT, MEDIA TEAK INVESTIGATION: criminal investigation into leak

of TSP-related information which led to publication of New York Times articles in December
2005 (reflected in one main HQ file and five sub-files, as well as unserialized e-mails and other
documents).

REDACTED [HEADING]

51. REDACTED

53. REDACTED
s REDACTED:
*» REDACTED;

e REDACTED:;
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UNCLASSIFED



UNCLASSIFIED

54. REDACTED

REDACTED [HEADER]

IR A YW Al bl RE &Y
LoACi L

L
"\JW
~

(U) FBI’'S BURDEN OF ESTABLISHING EXEMPTION 1 CLAIMS

36. (U)  The classified information withheld in this case pursuant to Exemption 1
has been examined in light of the body of information available to me concerning the national
defense of the United States. Based upon my personal review of the Second McConnell
Declaration, also filed in this litigation, I understand that United States intelligence-gathering
efforts in the ongoing war against terror would be significantly harmed if documents that contain
classified information about the TSP are compelled to be disclosed. Although the President
acknowledged the existence of the TSP in December 2005, highly sensitive information about the

TSP remains classified and cannot be disclosed without causing exceptionally grave damage to

were made to evaluate each piece of information and what impact disclosure could have on other
sensitive information contained elsewhere in the United States Intelligence Community’s files.
Equal consideration was given to the impact that other information, either in the public domain or
likely known or suspected by present or potential adversaries of the United States, would have
upon the information. As a result, in conjunction with consultations with the NSA, as well as
based on the classification determinations reflected in the Second McConnell Declaration, the FBI
has determined that the information at issue warrants continued classification at the Top Secret
level pursuant to E.O. 12958, as amended, §§1.4 {(c), (e) and (g).

57. ()  Inthose instances where in my judgment or in the judgment of the

appropriate classification authority disclosure of this information could reasonably be expected to

-19.-
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cause exceptionally grave damage to the national security, and/or grave damage to the national
security, and its withholding outweighed the benefit of disclosure, that information has been
designated classified in the interest of national security at either the “TOP SECRET” or
“SECRET” level, and the FBI has invoked FOIA Exemption 1 to prevent its disclosure. Likewise,
the justifications for the withheld classified information were prepared with the intent that they be
read with consideration given to the context in which the classified information is found. This
context includes not only the surrounding classified information but aiso other information already
in the public domain, as well as information likely known or suspected by other hostile intelligence
entities.

58. REDACTED

(U) FOIA EXEMPTION 2
INTERNAL AGENCY RULES AND PRACTICES

59, (U  S5U.S.C. §552 (b}2) exempts
to the internal personnel rules and practices of an agency.” This exemption encompasses two
distinct categories of records that are internal in nature: those involving trivial administrative
matters of no genuine public interest (“Low 27), and those the disclosure of which would risk
circumvention of a statute or regulation (“High 2”). Disclosure of “Low 27 routine internal
administrative information such as telephone, fax and pager numbers serves no public benefit, and
there is no indication that there is a genuine public interest in the disclosure of this information. In
this case, the context in which this information is located — i.e., classified and highly sensitive
documents — as well as the connection of this information to the TSP, heightens the sensitivity of
this information, thereby mandating its protection pursuant to Exemption “Low 2. Moreover,

disclosure of “High 2” information in this case would impede the effectiveness of the internal law
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enforcement procedures of the FBI and the intelligence-gathering procedures of the FBI's fellow
intelligence agencies as it engages in counterterrorism activities. Disclosure of this information
could impede the effectiveness of the FBI’s internal operational and law enforcement support
procedures, and its intelligence information-gathering and cooperation with the NSA.

(U) (b)Y (2)(Low) Internal Business Telephone, Fax and Pager Numbers'®

60, (U) Exemption 2 has been asserted in conjunction with Exemptions 6 and 7(C) to
protect the business telephone numbers, fax and pager numbers appearing in documents as they
relate to FBI Special Agents, FBI support employees, and other federal government personnel.
Telephone, fax and pager numbers relate to the internal practices of the FBI, and as applicable, to
the internal practices of other federal agencies, in that they are tools utilized by personnel in the

performance of their jobs. Disclosure of this information could subject these individuals to

impeding government personnel from conducting and concluding intelligence and law
enforcement matters in a timely manner. In this case, the context in which this information is
located — i.e., classified and highly sensitive documents — as well as the connection of this
information to the TSP, heightens the sensitivity of this information, thereby mandating its

protection pursuant to Exemptions 2, 6 and 7{C). Moreover, disclosure of routine internal

there is no indication that there is a genuine public interest in the disclosure of this information.
Accordingly, because this internal information is related solely to the internal practices of the FBI

and other federal government agencies, because disclosure would not serve any public interest,

' (U) The FBI has withheld information pursuant to Exemption 2 (Low) in the following documents: FBI 3, 8, 115,
116,123,130, 134, 137, 139, 141-144, 147, 148, 158, 163, 164, 166, 170, 171, 184, 194, 224, 236, 237, 241-245, 308,
318, 325-330, 333 and 2000.
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and because disclosure would impede the effectiveness of government personnel, this information
has been properly withheld pursuant to Exemption 2 (Low).

61. (U)  Moreover, Exemption 2 (Low) has been asserted to protect information in
the criminal media leak investigation as well as information in the five sub-files which contain
serials responsive to plaintiffs’ request. FBI 2000.

REDACTED [HEADER]"

62. REDACTED
63. (U}  Rationale for Withholding Information:
(a) REDACTED
(b) REDACTED
{(c) REDACTED
64, (U)  Moreover, Exemption 2 (High) has been asserted in conjunction with
Exemption 7(E) to protect information in the criminal media leak investigation as well as
information in the five sub-files which contain serials responsive to plaintiffs’ request. FBI 2000.

(U) EXEMPTION 3: STATUTORY EXEMPTIONS'®

63. (U}  Exemption 3, 5 U.S.C. § 552 (b)(3), permits an agency to withhold from

disclosure information which s

'7 (U} The FBI has withheld information pursuant to Exemption 2 (High) in the following documents: FBI 1, 15, 20,
25, 27-31, 34, 36. 37, 40, 44-46, 49, 52, 61-64, 67, 68, 70, 71. 73-77. 79, 80, 82, 84, 194, 223, 246 and 2000, See
Exhibit A.

(1) The FBT has withheld information pursuant to Exemption 3 in the following decuments: FBI 1, 3, 8-10, 15,17,
20, 24-32, 34, 40, 41, 44-406, 49, 52, 50, 57, 01-04, 67, 08, 70, 71, 73-77, 80, 82, 84, 52, 93, 114-128, 123, 124, 117,
128, 130, 133, 134, 137, 139-144, 146-152, 158, 159, 163, 164, 165-167, 176-175, 177-179, 182-184, 186-188,
190-194, 211, 212, 220, 221, 223, 224, 234, 236, 239, 241-246, 248-250, 256-261, 263, 266, 269-271, 273-276, 280,

284-285, 292, 293, 301-305, 313, 314, 316, 318, 319 and 2000. See Exhibit A.
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such statute (A) requires that the matters be withheld from the
public in such a manner as to leave no discretion on the issue, or (B)
establishes particular criteria for withholding or refers to particular

types of matters to be withheld.

66. REDACTED

(U)  Intelligence Sources and Methods Based On DNI Statute

67. REDACTED
(1) (U) any classified intelligence information concerning the continuing threat to the United
States posed by al Qaeda and its affiliates that forms the basis for the President’s

authorization and reauthorization of the TSP;

(2) (U) any operational details concerning the technical methods by which the NSA intercepts
communications under the TSP;

(3) REDACTED;
(4) REDACTED;
(5) REDACTED;
(6) REDACTED;

{7) (U) any information that would reveal or tend to reveal whether someone is a target of
surveillance under the TSP.

(U) EXEMPTION 5: DELIBERATIVE PROCESS,
ATTORNEY/CLIENT AND WORK PRODUCT PRIVILEGES

68. (U)  Exemption 5, 5 U.S.C. § 552 (b)(5), allows the FBI to protect information
contained in “inter-agency or intra-agency memorandums or letters which would not be available
by law to a party other than an agency in litigation with the agency.” This exemption has been

construed to exempt those documents or information normally privileged in the civil discovery

privilege. This exemption is being asserted for various internal e-mails, draft documents, notes,

deliberative internal memoranda and internal reports.
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(U) Deliberative Process Privilege'’

69. (U)  The deliberative process privilege protects the internal deliberations of an
agency by exempting from release recommendations, analyses, speculation and other non-factual
information prepared in anticipation of agency decision-making. The general purpose of the
deliberative process privilege is to prevent injury to the quality of agency decisions. Thus,
material that contains or was prepared in connection with the formulation of opinions, advice,
evaluations, deliberations, policy formulation, proposals, conclusions or recommendations may
properly be withheld. Release ofthis type of information would have an inhibitive effect upon the
development of policy and administrative direction of an agency because it would chill the full and
frank discussion among agency personnel regarding a decision. If agency personnel knew that
their preliminary opinions, evaluations and comments would be released for public consumption,
they may be more circumspect in what they put in writing, and thereby impede a candid discussion
of the issues surrounding a decision.

70. (U)  To invoke the deliberative process privilege, an agency must show that an
allegedly exempt document is both (a) “predecisional” — antecedent to the adoption of agency
policy; and the agency must also identify the agency decision or policy to which the document
contributed or identify a decision-making process to which a document contributed; and (b)
“deliberative” — a direct part of the deliberative process in that it makes recommendations or
expresses opinions on legal or policy matters, reflects the give and take of the consultative process,
and bears on the formulation or exercise of agency policy-oriented judgment. Furthermore, an
agency must identify the role of a contested document in a specific deliberative process.

71. REDACTED

¥ (U) The FBI has withheld information pursuant to Exemption 5 (DPP) in the following documents: FBI 1, 3. 8, 9,
10,15, 20, 24, 25,26, 27,2830, 31, 41, 45, 49, 56, 57, 61, 62, 63, 64, 67, 68,70, 71,73, 74, 75, 76, 77, 7%, 80, 82, 84,
92,93, 115,116,117,118, 119,120, 123,124, 127, 128, 131, 133, 134, 137, 135, 140, 141, 142, 143, 144, 140, 147,
148,149, 150, 151,152, 158,159, 163, 164, 165,166, 167,170,171, 179, 182,183, 184, 186, 187, 188, 160, 151, 192,
211,212,220,221,224,234,236,237, 239, 241, 242, 243, 244, 245, 246, 248-250, 256-259, 260, 261, 263, 266, 269
270, 271-, 276,280, 284, 285, 292, 293, 3011, 302, 303, 309, 313, 314, 318, 319, 322, 323, 324, 325, 326, 327, 328,
329,330, 331, 332, 333, 334, 335, 336, 337, 338, 339, 340 and 2000. See Exhibit A.
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72.  (U)  Rationale for Withholding:

{(a) (U)  Asawhole, the redactions taken pursuant to the deliberative process
privilege under Exemption 5 reflect an internal, on-going dialogue among and between FBI
personnel, DOJ personnel, and other federal agency personnel, including NSA and other
Intelligence Commumity personnel, with regard to the TSP program, and how the FBI can most
effectively use information derived from the TSP in its law enforcement efforts. This internal
dialogue is reflected in numerous e-mail trails, in draft, predecisional documents (many of which
contain handwritten notations), and in internal recommendations for the FBI Director. This
dialogue is both (a) “predecisional” — antecedent to the adoption of agency policy — (which in this
case is set by DOJ as the agency); and “deliberative” -- the numerous drafts and numerous e-mail
trails and exchanges reflect a continuous set of deliberations, give and take of the consultative
process, with regard to the shaping and finalizing of agency decision-making. All of the material
withheld pursuant to Exemption 5 (DPP) reflects a fluid, continuous and on-going deliberative set
of discussions among decision makers and contributors to the TSP dialogue, and the role the FBI
and other federal agencies play in this significant national security initiative.

(b (U)  This material is both pre-decisional and deliberative. It reflects the
thinking of individuals, rather than adopted policy of the FBL. E-mail communications, for
example, serve as a way for individual FBI employees to communicate with each other about
current matters without having to leave their offices. These “discussions,” which are
memorialized electronically, are part of the critical exchange of ideas and suggestions that
accompanies all decision making and typically reflect very preliminary assessments by FBI
personnel about issues on which they may be asked to make recommendations. Before the advent
of computers, these discussions probably would have occurred only orally, with no record of their
existence being maintained. The fact that these discussions are now recorded should not obscure

the fact that that they are simply conversations among and between FBI personnel, and, in some
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are part of the core give and take of agency deliberations. If these kinds of documents are routinely
released to the public, FBI employees will be much more circumspect in their online discussions
with each other. This lack of candor will seriously impair the FBI’s ability to foster the forthright,
internal discussions necessary for efficient and proper decision-making, Furthermore, exempting
such documents and information from disclosure also protects against public confusion that might
result from disclosure of preliminary information and opinions that do not, in fact, reflect the final
views or policies of the FBI, and of DOJ. The deliberative process privilege is designed to protect
not only documents and information but also the integrity of the deliberative process itself where
exposure of the process would result in harm,
(c) (U)  These protected deliberations form an integral part of the

deciston-making process regarding the development of policies and procedures in connection with
the TSP, which, as the documents reflect, continue to change over time. These deliberations and

dialogue continue to the present day. The FBI has appropriately asserted Exemption 5, the

evolving policies and procedures. The release of the redacted information is likely to chill full,
frank, and open internal discussions -- a chilling effect which is all the more dangerous given the
important national security interests at stake. I have therefore determined that the redacted
material consists of material which is deliberative and has been withheld appropriately pursuant to
Exemption 5.

73. (U)  Morcover, Exemption 5 has been asserted to protect information subject to
the deliberative process privilege in the criminal media leak investigation as well as information in

the five sub-files which contain serials responsive to plaintiffs’ request. FBI 2000.
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(U} (b)(5) Attorney/Client Communications Privilege™®
74, (U)  The attorney-client communications privilege is appropriately asserted

when legal advice of any kind is sought, from a professional legal adviser in his or her capacity as
such; the communications relating to that purpose are made in confidence by the client; and are, at
the client’s instance, permanently protected from disclosure by the client or by the legal adviser
unless the attorney-client protection is waived. This privilege encompasses confidential
communications made to the attorney not only by decision-making personnel but also by
lower-echelon employees who possess information relevant to an attorney’s advice-rendering
function. In addition, the attorney-client privilege covers the two-way communications between a
client and an attorney, which relate to legal advice.

75. REDACTED

76. (U)  Rationale for Withholding: The documents which contain material
withheld pursuant to the attorney-client privilege of Exemption 5 consist of numerous internal
e-mail trails among and between FBI attorneys and FBI SAs and other I'BI support employees
regarding the legal implications of the TSP; and notes and draft legal documents prepared in
connection with legal analysis and opinions regarding operation of the TSP. The information
contained in these documents reflects attorney advice, opinions, and recommendations offered at
the emplovees’ request by FBI OGC attorneys. It also includes advice solicited by the FBI from
DOT attorneys. These communications/exchanges and documents were generated in a secure
internal e-mail/computer system of the FBL, based on client-supplied information regarding
various aspects of the TSP. The redacted material taken as a whole reveals the candid exchanges

of information among FBI attorneys, FBI SAs and FBI support personnel seeking legal advice

# (U) The FBI has withheld information pursuant to Exemption 5 {ACC) in the following documents: FBI 3, 8, 15,

Z5 8,31, 32, 34, 30, 44, 50, 57, 061, 02, 03, 064, 67, 08, 76, 71, 73. 74, 75, 70, 77, 7%, 92, 93, 115, 110, 117,
4,137, 141, 143, 144, 146, 149, 150, 151, 152, 159, 182, 183, 239, 241, 242, 243, 244, 245, 246,
6, 257, 258,259, 260, 261, 263, 266, 269,270, 271, 273, 274, 275, 276, 280, 284, 285, 292, 203,
6,327,328, 330, 331, 332, 334, 335 and 2000. See Exhibit A.

JJNb-'
b2
e o
[ S
NUIN

-27.-

UNCLASSIFED



UNCLASSIFIED

regarding the FBI’s role and responsibilities with respect to the TSP, and more generally, the FBI's
law enforcement and counterterrorism efforts. Disclosure of these communications would breach
the confidential relationship between these individuals and repress and stifle such critical
communications in the future. For these reasons the FBI has asserted Exemption 5, the
attorney-client privilege, to protect these confidential communications.

77. (U)  Moreover, Exemption 5 (ACC) has been asserted to protect information in
the criminal media leak investigation as well as information in the five sub-files which contain

serials responsive to plaintiffs’ request. FBI 2000.

) b)5) Attorney Work Product Privilege®
78. (U)  The attorney work product privilege protects documents and other

memoranda prepared by, or an individual working at the direction of, an attorney, in contemplation
or anticipation of litigation. The purpose of this privilege is to protect the adversarial trial process
by insulating the mental impressions and litigation strategy from scrutiny. The FBI has withheld
several documents pursuant to the aitorney work product privilege under Exempiion 5.

79. REDACTED

80. (U)  Rationale for Withholding: The attorney work product at issue in this case
relates to e-mails and draft declarations prepared by FBI attorneys in connection with various
criminal proceedings. There are also several documents which contain discussions of TSP
intelligence collections and how that information has or has not been used in specific criminal
cases. The disclosure of this information would reveal the preliminary mental impressions of FBI
attorneys regarding these criminal proceedings, and steps employed by agency counsel in
preparing the FBI's filings. Thave determined that this redacted material consists of attorney work
product and it has been withheld appropriately pursuant to Exemption 5.

81. (U)  Morcover, Exemption 5 (AWP) has been asserted to protect information in

21

(1) The FBI has withheld information pursuant to Exemption 5 {AWP} iz: the following documents: FBI 15, 25,
92, 93, 266, 276, 280, 292, 293 and 2000, See Exhibit A.
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the criminal media leak investigation as well as information in the five sub-files which contain
serials responsive to plaintiffs’ request. FBI 2000.

(U) FOIA EXEMPTIONS 6 AND 7(C)
CLEARLY UNWARRANTED AND UNWARRANTED
INVASION OF PERSONAL PRIVACY?*

g2. (U) 5U.S.C. 3§ 552 (b)6) exempts from disclosure “personnel and medical files
and similar files when the disclosure of such information would constitute a clearly unwarranted
invasion of personal privacy.” Moreover, 5 U.S.C. § 552 (bY7)C) exempts from disclosure:

records or information compiled for law enforcement purposes, but
only to the extent that the production of such law enforcement
records or information . . . could reasonably be expected to
constitute an unwarranted invasion of personal privacy.”

83. (U)  When withholding information pursuant to this exemption, the FBI is
required to balance the privacy interests of the individuals mentioned in the documents against any
public interest in disciosure. In asserting this exemption, each piece of information is scrutinized
to determine the nature and strength of the privacy interest of any individual whose name and/or
identifying information appears in the documents at issue. In withholding the information, each

individual’s privacy interests are balanced against the public’s interest in disclosure. The public

interest in disclosure of the information is determined by whether the information in question
would inform plaintiffs or the general public about the FB!’s performance of its mission to enforce
federal criminal and national security statutes, and/or how the FBI actually conducts its internal

operations and investigations. In each instance where information has been withheld pursnant to

Exemptions 6 and 7(C), the FBI determined that the individual’s privacy rights outweigh the

2 (U) The FBI has withheld information pursuant to Exemptions 6 and 7(C) in the following documents: FBI 1, 3, 20,
24, 29, 32, 34, 36, 44, 49, 52, 61-64, 67, 68, 70, 71, 73-80, 82, 84, 114-120, 123, 124, 127, 128, 130, 133, 134, 137,

130-144, 346-152, 158, 159, 163-167, 170-172, 177-179, 182-184, 186-188, 193, 211, 212, 224, 221, 223, 224, 234,
236, 237, 239, 241-246, 248-250, 256-261, 263, 266, 269-271, 273-276, 280, 283-285, 292, 293, 296, 297, 300,
302-305, 313-316, 318, 325-331, 333 and 2000. See Exhibit A.
“*(U) The Exemption 7 threshold analysis is discussed infra at §9 101-103.
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public interest, and that there is no legitimate public interest in the information at 1ssue.
84. (U)  Moreover, Exemptions 6 and 7(C) have been asserted to protect
information in the ¢riminal media leak investigation as well as information in the five sub-files

which contain serials responsive to plaintiffs’ request. K¥BI 2000,

(U) (b)(6) & (b)}{7)(C) Names and/or Identifying Information Concerning
FBI Special Agents and FBI Support Personnel

85. (U)  The FBI has asserted Exemptions 6 and 7(C) to protect the names and
identifying information of FBI Special Agents (“SAs”) and FBI support personnel.

86. (U)  The FBI has withheld names and/or identifying information of FBI Special
Agents (“SAs”) and FBI support employees, information which appears throughout the serialized
and non-serialized documents. The FBI has asserted Exemptions 6 and 7(C) to protect the names
and/or identifying information of lower-level SAs and support employees (below Section Chief
level). Exemptions 6 and 7(C) have not been extended to provide protection for names and/or
identifying information of FBI personnel at the Section Chief, Deputy Assistant Director,
Assistant Director and Director level.

87. (U) FBI SAs and support personnel are assigned to handle a variety of tasks
related to counterterrorism and counterintelligence investigations. These individuals are in
positions to access information regarding sensitive law enforcement, counterterrorism and
national security investigations. They could therefore become the targets of harassing inquiries for
unauthorized access to classified and sensitive information if their identities were released.
Publicity, adverse or otherwise, regarding any particular activities in which FBI SAs and support
employees may engage as part of their official duties may seriously impair their effectiveness in
vacy consideraiton also protecis FBI SAs and support
employees from unnecessary, unofficial questioning as to the conduct of their activities, whether
or not they are currently employed by the FBIL ¥FBI SAs and support employees conduct official

inguiries into violations of various criminal statutes and counterterrorism and national security
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cases. As parl of their duties, they may come into contact with all strata of society conducting
searches and making arrests, all of which result in reasonable, but nonetheless serious,
disturbances in the lives of individuals. Tt is possible for a person targeted by such law
enforcement action to carry a grudge which may last for years, and to seek revenge on individuals
involved in the investigation. The publicity associated with the release of the 1dentity of an FBI
SA or support emplovee in connection with a particular operational activity could trigger hostility
towards the SA or support employee by such persons.

88. REDACTED

89. (U)  Accordingly, there is a strong privacy interest in protecting the identities of
the FBT SAs and support employees whose names and identitying information appear in the
documents at issue here, and disclosure of such information would constitute a clearly
unwarranted and an unwarranted invasion of their personal privacy. There is no public interest to
be served by disclosing the identities of FBI SAs or support personnel to the public, and release of
this information will not shed light on the operations and activities of the FBI. Exemptions 6 and
7(C) have been appropriately asserted to protect the names and/or 1dentifying information of FBI

SAs and FBI support personnel.

(U)  (b)(6) & (bX7)(C): Names and/or Identifving Information Concerning
Other Federal Government Emplovees

90. (U)  The FBI has asserted Exemptions 6 and 7(C) to protect the names and/or
identifying information concerning other lower-level employees of other government agencies
whose names and/or identifying information appear throughout both serialized and non-serialized
documents.

— . g
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business addresses and facsimile numbers of these federal employees. These employees have
access to sensitive and often highly classified intelligence information; release of their names

could subject them to unofficial inquiries and/or harassment, which would result m a clearly
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unwarranted and an unwarranted invasion of their privacy. The rationale for protecting the
identities of FBI SAs and FBI support personnel, as discussed earlier, applies with equal force to
the protection of the identities of the employees of other federal government agencies.
Furthermore, there is no legitimate public interest to be served in releasing these employees’
names because such a release would not shed light on the operations and activities of these other
agencies. Exemptions 6 and 7(C) have been asserted to protect the names and/or identifying

information of other federal government agency employees.

{U) (b)(6) & (b)(7HC) Names and/or Identifying Information Concerning
Third Parties of Investicative Interest

92.  (U) Exemptions 6 and 7(C) have been asserted to protect the names and/or
identifving information of third-party individuals who are of investigative interest to the FBI. For
example, during the course of the ongoing criminal media leak investigation, information was
developed during interviews of U.S. Government employees and other individuals. Conseguently,
some of these third party individuals have become of investigative interest to the FBI in this
investigation. Disclosure of the identities of these individuals of investigative interest could
subject them to embarrassment and harassment as well as undue public attention. Furthermore,
disclosure of their identities could result in intimidation and/or threats to their physical safety.
Being linked with any investigation carries a strong negative connotation, which is especially
acute in this particular investigati
damaged the national security of the Unifed States. The personal privacy of these individuals of
investigative interest to the FBI would be severely infringed upon if their identities were released
in the context of this ongoing criminal investigation.

G53. {U)  Similarly, individuals discussed in the documents who have proven io be of

investigative interest in the context of various counterterrorism investigations stemming from TSP
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program have also been protected pursuant to Exemptions 6 and 7(C). Some of these third-party
individuals have become of investigative interest in the course of the FBI’s counterterrorism
investigations. Disclosure of the identities of these individuals of investigative interest could
subject them to embarrassment and harassment as well as undue public attention. Furthermore,
disclosure of their identities could result in intimidation and/or threats to their physical safety.
Being linked with any law enforcement investigation carries a strong negative connotation, which
is especially acute in these types of investigations inasmuch as these individuals would then be
labeled in the minds of the public as terrorists. The personal privacy of these individuals of
investigative interest to the FBI would be severely infringed upon if their identities were released
in the context of these counterterrorism investigations.

94, (U)  After identifying the substantial privacy interests of these individuals, the
EFBI balanced their privacy interests against the public interest in disclosure. The FBI could not
identify any legitimate public interest in the release of this identifying information because it
would not shed any light on the operations and activities of the FBT during the course of the
ongoing leak investigation and other counterterrorism investigations. Since the disclosure of this

identifving information would constitute a clearly unwarranted and an unwarranted invasion of

their personal privacy, the FBI has properly asserted Exemptions 6 and 7(C) to protect the names

(U) (b)6) & (b}(7)(C): Names and/or Identifving Information
Concerning Third Parties Interviewed

95. (U)  Exemptions 6 and 7(C) have been asserted to protect the names and/or
identifying information of third-party individuals who provided information and cooperated with

the FBI in the course of the ongoing leak investigation as well as other counter-terrorism
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investigations which have resulted from, or been enhanced by, information obtained as a result of
the TSP program. These individuals provided information regarding their knowledge of potential
criminal and/or terrorism activities.

96. REDACTED

97.  (U) Information provided by individuals during an inferview is one of the most
productive investigative tools utilized by law enforcement agencies. The largest roadblock in
successfully obtaining the desired information through an interview is the fear of the interviewee
that his or her identity will possibly be publicly exposed and consequently, being harassed,
intimidated or threatened with legal or economic reprisal, or possible physical harm. In order to
surmount these obstacles, persons being interviewed must be assured that their identities will be
held in the strictest confidence by the FBI. The continued access to individuals who are willing to
honestly provide relevant information to further a particular investigation outweighs any benefits
derived from releasing the identities of these individuals. To release the names and identifying
information of these individuals who cooperated with the FBI would not only constitute a clearly
unwarranted and an unwarranted invasion of their personal privacy, but could also subject them to
harassment, embarrassment, intimidation, or result in undue public attention. Therefore, the FBI
determined that the disclosure of their identities could reasonably be expected to constitute a
clearly unwarranted and an unwarranted invasion of their personal privacy.

98. (U)  After identifying the substantial privacy interests of these individuals, the
FBI balanced their privacy interests against the public interest in disclosure. The FBI could not
identify any legitimate public interest in the release of this identifying information since it would
not shed any light on the operations and activities of the FBI during the course of the ongoing leak

investigation and other counterterrorism investigations. Since the disclosure of this identifying
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information would constitute a clearly unwarranted and an unwarranted invasion of their personal
privacy, the FBI has properly asserted Exemptions 6 and 7(C) to protect the names and/or
identifving information of individuals who provided information and cooperated with the FBI.

(U) (b){6) & (b}7)C) Names and/or Identifying Information Concerning
Third Parties Merelv Mentioned in FBI Records

99. (U)  Exemptions 6 and 7(C) have been asserted to protect the names and/or
identifying information of third-party individuals who are only incidentally mentioned in these
FBI records. The FBI obtains information concerning third parties in the course of its
investigations, even though these individuals are not of investigative interest to the FBI. These
third parties maintain legitimate privacy interests in not having their names and identifying
information disclosed. Disclosure of their identities could cause unsolicited and unnecessary
attention to be focused on these individuals and/or their family members. The mere mention of
their names in the context of these FBI criminal and counterterrorism investigations could cast
them in an unfavorable or negative light il released to the public. Disclosure of the identities of
these individuals could subject them to embarrassment and harassment as well as undue public
attention. Being linked with any law enforcement investigation, even in an incidental manner,
carries a strong negative connotation, which is especially acute in the leak investigation inasmuch
as the public revelation of the TSP has potentially damaged the national security of the United
States. The personal privacy of these individuals of investigative interest to the FBI would be
severely infringed upon if their identities were released in the context of this ongoing criminal
investigation or other counterterrorism investigations which have resuited from, or been enhanced
by, information cbtained as a result of the TSP program.

100,  (U)  Afteridentifying the substantial privacy interests of these individuals, the

-35.

UNCLASSIFED



UNCLASSIFIED

FBI balanced their privacy interests against the public interest in disclosure. The FBI could not
identify any legitimate public interest in the release of this identifying information since it would
not shed any light on the operations and activities of the FBI during the course of the ongoing leak
investigation and other counterterrorism investigations. Since the disclosure of this identifying
information would constitute a clearly unwarranted and an unwarranted invasion of their personal
privacy, the FBI has properly asserted Exemptions 6 and 7(C) to protect the names and identifying
information of individuals who are merely mentioned.

(U) FOIA EXEMPTION 7: EXEMPTION 7 THRESHOLD

10i. (U}  Exemption 7 of the FOIA protects from mandatory disclosure records or
information compiled for law enforcement purposes, but only to the extent that disclosure could
reasonably be expected to cause one of the harms enumerated in one of the sub-parts of the
exemption. See 5 U.S.C. § 552 (b)(7). In this case, the harms that could reasonably be expected to
result from disclosure concern interference with ongoing enforcement proceedings, unwarranted
invasion of privacy, identities of and information provided by confidential sources, and highly
sensitive law enforcement techniques.

102. REDACTED

103.  (U)  All of the documents at issue here fall squarely within the law enforcement

duties of the FBI, and therefore readily meet
remaining mquiries are whether their disclosure could reasonably be expected to interfere with

ongoing law enforcement proceedings, would constitute an unwarranted invasion of personal

privacy, would reveal confidential informants, and/or would reveal sensitive law enforcement

-36 -

UNCLASSIFED



UNCLASSIFIED

(U) EXEMPTION 7(A)

PENDING LAW ENFORCEMENT INVESTIGATION
104, (U) 58.C. § 552 (bX7)(A) exempts from disclosurc “rccords or information

compiled for law enforcement purposes, but only to the extent that the production of such law
enforcement records or information (A) could reasonably be expected to interfere with
enforcement proceedings . . ..”

105. (U}  Application of this exemption requires the existence of law enforcement
records; a pending or prospective law enforcement proceeding; and a reasonable expectation that
release of the information would interfere with the enforcement proceeding. In applying this
exemption to these documents, the FBI will group the documents into functional categories; will
describe the categories; and will explain why release of each category would interfere with law
enforcement proc‘,eedings.24

106. REDACTED
107, REDACTED
108. REDACTED

{U) Reasonable Expectation of Interference with Law Enforcement Proceedings

109. REDACTED
110. REDACTED
(2) REDACTED:;

(b) REDACTED;

* (U) In addition to FBI 2000, Which will be discussed in further detail below, the FBI has withheld information

R PO L s R g | A1 £t ol b -S| R R RN e T e - B amn 4 ma o
Puisuaint 1o nxempiion /iy iocaied m ine iGiio vuus documents: FBi Ay &Py 11Dy 117, 14V, 125, id4, i3V, i0i, 134,

159,163,164, 166, 171, 178, 182, 183, 184, 186, 187, 211,212, 224, 234, 236, 237, 242, 243, 245, 248, 249, 250,

260,261, 263,271, 304, and 316. See Exhibit A. These documents contain information the release of which “could
reasonably be expected to interfere with enforcement proceedings.” and the rationale for protecting these documents is
similar to the rationale offered herein for the protection of the criminal media leak investigative file,
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{c) REDACTED;
(d) REDACTED,
(¢) REDACTED;”
(f) REDACTED.

(U) Law Enforcement Records

111.  (U)  The investigative media leak file contains material which Is being withheld
in full pursuant to Exemption 7(A), as well as Exemptions 1, 2, 3, 5 (DPP), (ACP) and (AWP), 6,
7(C), 7(D) and 7(E). The FBI opened and presently maintains this law enforcement file pursuant
to the Attorney General Guidelines. The responsive documents in this file consist of the following
types of documents:

(a) (U) Electronic Communications (“ECs”): The EC is a WordPerfect macro
which has replaced the traditional correspondence, such as an Airtel and Memorandum, as the
primary communication within the FBI. The purpose of the EC is to communicate within the FBI
in a consistent format which can be both uploaded into and downloaded from the FBI’s Automated
Case Support computer system for purposes of communication, distribution and retention of
information.

(b) (U) FD 302 Forms: The FD 302 is the primary form used within the FBI to
document and record investigative information. Although it is generally used to document and
record information obtained from an interview of an individual, this form is also used to document

and record other types of investigative information such as the positive and/or negative results of a

search of documentary records, the results of a physical search of a business office, residence or

automobile, or the service of Federal Grand Jury subpoenas.
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(¢) (U) Investigative Notes: These are handwritten notes by FBI SAs and which
contain information similar in nature to the type of information contained in the FD 302 forms, i.c.,
information obtained from interviews, records searches or physical searches. The handwritten
information contained in these Investigative Notes are then formalized in the format of FD 302
forms and the Investigative Notes are filed in a sub-file for purposes of record-keeping and
retention of records.

(d) REDACTED

(e) REDACTED

() REDACTED

(U) Functional Categories of Responsive Documents

112, (U)  Eachresponsive document in the ongoing leak investigative file that is
being withheld pursuant to Exemption 7(A) has been reviewed and categorized for the purpose of
this declaration in terms of the information contained within the document. The information
contained in these responsive documents is not mutually exclusive in terms of functional
categorization. For example, a document such as an EC may serve several functional purposes and
may contain multiple categories of information. An EC could therefore be included in multiple
functional categories as could the information contained within the document. The responsive
documents and evidentiary materials within the ongoing leak investigation file fall within one or
more of the functional categories set out in the following paragraphs.

(U) Evidentiary and/or Investigative Materials

[13. REDACTED

* REDACTED
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(b) REDACTED

(U) Administrative Materials

114. REDACTED
115. REDACTED

(U) FOIA EXEMPTION 7(D): CONFIDENTIAL SOURCE INFORMATION?

116, (U) 5 US.C.§ 352 (b)(7XD) exempts from disclosure:

records or information compiled for law enforcement purposes, but
only to the extent that the production of such law enforcement
records or information . . . could reasonably be expected to disclose
the identity of a confidential source, including a State, local or
foreign agency or authority or any private institution which
furnished information on a confidential basis, and, in the case of a
record or information compiled by a criminal law enforcement
agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source.

117. (U}  Numerous confidential sources report to the Bl on a regular basis and are
“Informants”™ within the common meaning of the term. These sources provide information under a
variety of circumstances, including either an express or an implied assurance of confidentiality.
Releasing the information provided by these sources may likely reveal a confidential source’s
identity. The release of a source’s identity would forever eliminate that source as a future means of
obtaining information. In addition, when the identity of one source is revealed, that revelation has
a chilling effect on the activities and cooperation of other sources. It is only with the

understandine of com

AAAAAAAAAAAAA plete confidentiality (whether express or implied)

U

sources can be enlisted, and only through this confidence that these sources can be persuaded to
continue providing valuable assistance in the future. Thus, the information provided by, as well as

the identities of these sources, has been protected pursuant to Exemption 7(D).

118, (I} Moreover, Exemption 7(D) has heen asserted to protect information in the

57 34 i [eXR L84

* (U) The FBI has withheld information pursuant to Exemption 7(D} in the following documents: FBI 1, 234, 236,
237,249 and 2000. See Exhibit A.
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criminal media leak investigation as well as information in the five sub-files which contain serials

responsive to plaintiffs’ request. FBI 2000.

(U) (b)(N(D) Names and/or Identifving Information Provided By Individuals
Under an “Express™ Assurance of Confidentiality

119. (U)  Exemption 7(D) has been asserted to withhold the names, identifying data
and information provided to the FBI by foreign law enforcement agencies under an “express”
assurance of confidentiality. The FBI has many agreements with foreign governments under
which national security and/or criminal law enforcement information is exchanged. The
agreements specify the extent of confidentiality requested by the respective foreign authority.
Where one agency could request confidentiality for its identity and information provided, another
agency could request classification for both its identity and information provided, yet another
agency may request that its information be protected while it does not object their relationship with
the FBI being disclosed. In this case, the FBI has an agreement with foreign law enforcement
agencies which expressly forbids dissemination of information it provides to the FBI, If the FBI
were to disclose the information these foreign law enforcement agencies provided to the FBI under
an cxpress assurance of confidentiality
relationship with these agencies. Furthermore, disclosure of the information these agencies
provided would have a chilling effect on the FBI’s relationship with other foreign law enforcement

agencies which have entered into similar agreements with the FBI. Accordingly, the FBI properly

withheld information which was provided by foreign law enforcement agencies under an express

121, (U) Information provided by individuals and organizations who are sources or
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during interviews are some of the most productive investigative tools used by law enforcement
agencies. The largest roadblock in successfully obtaining desired information through an
interview, for example, is fear by the interviewee of his or her identity possibly being exposed, and
consequently being harassed, intimated, or threatened with legal or economic reprisal, or possible
physical harm. In order to surmount these obstacles, persons interviewed must be assured that
information received from them will be held in the strictest confidence. The continued access to
sources who are willing to honestly relate pertinent facts bearing upon a particular investigation
outweighs any benefits derived from releasing the identities of these sources. As a result,
Exemption 7(D) has appropriately been asserted to withhold information provided by sources who
have been provided “express’ assurances of confidentiality.

(U) (b)(7THD) Names and/or Identifying Information Provided By Individuals
Under an “Implied” Assurance of Confidentiality
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(U) EXEMPTION 7(E): INVESTIGATIVE TECHNIQUES AND PROCEDURES?’

REDACTED [HEADER]

123.  REDACTED
124.  (U) Rationale for Withholding Information:
(a) REDACTED
(by REDACTED
(c) REDACTED
125. (U)  Moreover, Exemption 7(E) has been asserted in conjunction with
Exemption 2 (High) to protect information in the criminal media leak investigation as well as
information 1n the five sub-files which contain serials responsive to plaintiffs’ request. FBI 2000.

(U) DESCRIPTION OF CATEGORIES OF DOCUMENTS AND EXEMPTIONS

(U) Documents Concerning Relationship Between FBI and NSA

126. REDACTED

{U)_FBI 313, 314, and 316
FBI Interactions With NSA And
Requests For Information And Statistics

127.  (U)  FBI 313 is an undated Power Point presentation by CTD consisting of
statistical information regarding the TSP. FBI 313 is withheld in its entirety under FOIA
Exemptions 1, 3, 5 (DPP), 6 and 7(C).

128. REDACTED

129. (U)  FBI 314 is an undated Power Point presentation by CTD consisting of
statistical and investigative information regarding the TSP and its use in several FBI
counterterrorism investigations and the staffing of FBI personnel who are responsibie for the

adminigtration of the TSP. FRI 314 ig withheld in its entirety under FOTA Exemptions 1, 3, 5

7 (U) The FBI has withheld information pursuant to Exeniption 7{E) in the following documents: FBI 1, 15, 20, 25,
27-31,34, 36, 37, 40, 44-46, 49, 52, 61-64, 67, 68, 70,71 73-77, 79, 80, 82, 84, 194, 223, 246 and 2000, See Exhibit
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(DPP), 6 and 7(C).

130. REDACTED

131. (U)  FBI 316 consists of an undated overview, with an undated chart, consisting
of statistical and investigative information regarding the TSP and its use in several FBI
counterterrorism investigations. FBI 316 1s withheld in its entirety under FOIA Exemptions 1, 3, 6,
7{A) and 7(C).

132. REDACTED

(U) Applicability of Exemptions 1 and 3

133. REDACTED

134.  (U)  Thus, for the reasons articulated earlier in the Exemptions 1 and 3
discussion, FBI 313, 314 and 316 are exempt from disclosure in their entireties pursuant to
Exemptions 1 and 3.

(U) Applicability of Exemption 5

135, (U)  The substance of FBI 313 and 314 is both pre-decisional and deliberative
and 1s protected by Exemption 5. The documents reflect the thinking of individuals, rather than
adopted policy of the F31. All of the withheld material reflects a fluid, continuous and on-going
deliberative set of discussions among decision makers and contributors to the TSP dialogue, and

the role the FBI and other

release of the redacted information 1s likely to chill full, frank, and open internal discussions -- a

chilling effect which is all the more dangerous given the important national security interests at

stake. For the foregoing reasons, as well as the reasons articulated earlier in the Exemption 5(DPP)

discussicn, I have determined that the withheld material in FBI 313 and FBI 314 is deliberative
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and has been withheld appropriately pursuant to Exemption 5.
(U) Applicability of Fxemptions 6 and 7(C)

136.  (U)  FBI 313,314 and 316 contain names and/or identifying information of FBI
SAs and support personnel, other federal government employees, third parties of investigative
interest, third parties interviewed, and third parties merely mentioned, which have been withheld
appropriately pursuant to Exemptions 6 and 7(C). For the reasons articulated earlier in the
Exemptions 6 and 7(C) discussion, there 1s a strong privacy interest in protecting the identities of
these individuals whose names and identifying information appear in these documents. Disclosure
of such information would constitute both a clearly unwarranted and an unwarranted invasion of
their personal privacy. There is no public interest to be served by disclosing this type of
information to the public and release of this information will not shed light on the operations and
activities of the FBI. Thus, Exemptions 6 and 7(C) have been appropriately asserted to protect the
names and/or identifying information of FBI SAs and FBI support personnel, other federal
government employees, third parties of investigative interest, third parties interviewed, and third
parties merely mentioned.

(U) Applicability of Exemption 7(A)

137. (U)  Finally, FBI 316 is also withheld on the basis of Exemption 7(A), as it

leads, statistics per year, etc. and discusses ongoing, active law enforcement. For the reasons
articulated earlier in the Exemption 7(A} discussion, if this mformation were to be released there is
a reasonable expectation of interference with pending law enforcement, and as a result, the

information has been appropriately withheld pursuant to Exemption 7(A).
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REDACTED [HEADER]|
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GC and former FBI DGC to the former AAG for OLC and the former Counsel for Intelligence
Policy with handwritien notation. FBI 25 and FBI 92 are drafts of the same Memorandum
contained in FBI 15. FBI 15, 25 and 92 are withheld in their entireties under FOIA Exemptions 1,
2 (High), 3, 5(DPP), 5(ACC), 5(AWP), and 7(E). |

139. REDACTED

140.  (U)  FBI 20 is an e-mail among CTD and OGC employees regarding policies
and procedures associated with the TSP program in counterterrorism investigations. FBI 20 is
withheld in full under FOIA Exemptions 1, 2 (High), 3, 5(DPP), 6, 7(C), and 7(E).

141. REDACTED

142. (U)  FBI 123 is an e-mail trail dated January 18, 2006, among CTD employees
concerning TSP information regarding two FBI counterterrorism investigations and mformation
concerning the documented processes, protocols and procedures concerning the use of TSP
information. FBI 123 is withheld in its entirety under FOIA Exemptions 1, 2 (Low), 3, 5 (DPP), 6,
7(A) and 7(C).

143. REDACTED

144, (U)  FBI 140 is an e-mail dated January 9, 2006, among CTD employees
concerning recommendations for possible inclusion in a draft EC regarding guidance and
procedures for FBI field offices in covering investigative leads generated by TSP information.
FBI 140 is withheld in its entirety under FOIA Exemptions 1, 3, 5 (DPP), 6. and 7(C).

145. REDACTED
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146. (U)  FBI 142 is an e-mail trail dated January 10, 2006, among CTD employees
concerning recommendations for possible inclusion in a draft EC regarding guidance and
procedures for FBI field offices in covering investigative leads generated by TSP information.
FBI 140 is withheld in its entirety under FOIA Exemptions 1, 2 (Low), 3, 5 (DPP), 6, and 7(C).

147. REDACTED

148. (U)  FBI 158 is an e-mail trail dated January 18, 2006, among two CTD
employees concerning recomimendations for possible inclusion in a draft EC regarding guidance
and procedures for FBI field offices in covering investigative leads generated by TSP information
with an attached EC from CTD to all FBI field offices dated October 6, 2004, which provides such
guidance and procedures in covering investigative leads generated by TSP information. FBI 158
1s withheld in 1ts entirety under FOTA Exemptions 1, 2 (Low), 3, 5 (DPP), 6 and 7(C).

149, REDACTED

150. (U)  FBI 165 is an e-mail dated January 19, 2006, among CTD employees
concerning recent discussions between FBI and NSA employees concerning certain procedures
concerning the TSP and successful uses of TSP information in FBI counterterrorism investigations.
FBI 165 is withheld in its entirety under FOIA Exemptions 1, 3, 5 (DPP), 6, and 7(C).

151. REDACTED

152, (0)  FBI 166 1s an e-mail trail dated January 23, 2006, among CTD employees
concerning a query and proposed informational response regarding the TSP and its use in FBI
counterterrorism investigations. FBI 166 is withheld in its entirety under FOIA Exemptions 1, 2
(Low), 3, 5 (DPP), 6, 7(A) and 7(C).

153. REDACTED

154. (U)  FBI170is an e-mail trail dated January 30, 2006, among CTD employees
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concerning the use of TSP information in a specific FBI counterterrorism investigation. FBI 170
is withheld in its entirety under FOIA Exemptions 1, 2 (Low), 3, 5 (DPP), 6, and 7(C).

155. REDACTED

156. (U)  FBI 172 are typed notes of a meeting dated November 22, 2004, between
CTD and NSA employees regarding current issues concerning the TSP and recommendations for
improvements in the procedures for the use of TSP information in FBI counterterrorism
investigations. FBI 172 is withheld in its entirety under FOIA Exemptions 1, 3, 5 (DPP), 6, and
7(C).

157. REDACTED

158. (U)  FBI 304 isan EC dated January 6, 2003, from CTD to all FBIFHQ Divisions,
all FBI Legats and all FBI Field Offices concerning the mission of the CTD and a description of
the support can previde these FBI entities, including the process and procedures for utilizing TSP
information in FBI counterterrorism investigations. FBI 304 is withheld in its entirety under
FOIA Exemptions 1, 3, 6, 7(A) and 7(C).

159. REDACTED

160. (U)  FBI 305 is an EC dated October 6, 2004, from CTD to all FBI Field Offices

providing guidance in addressing investigative leads generated by the TSP in FBI counterterrorism

161. REDACTED

162. (U)  FBI 318 is an e-mail trail dated January 23, 2006, among CTD employees
concerning certain procedures in the use of the TSP in FBI counterterrorism investigations. FBI
318 is withheld in its entirety under FOIA Exemptions 1, 3 and 5 {DPP).

163. REDACTED
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(U) Applicability of Exemptions 1 and 3

164. REDACTED

165. (U)  Thus, for the reasons articulated earlier in the Exemptions 1 and 3
discussion, FBI 15, 20, 25, 92, 123, 140, 142, 158, 165, 166, 172, 304, 305 and 318 are exempt
from disclosure in their entireties pursuant to Exemptions 1 and 3.

(U) Applicability of Exemption 2(Low)

166. (U)  Portions of FBI 123, 142, 158, 166, 170, 305 and 318 have been withheld
pursuant to Exemption 2{Low), in conjunction with Exemptions 6 and 7(C), to protect the business
telephone numbers, fax and pager numbers appearing in documents as they relate to FBI Special
Agents, FBI support employees, and other federal government personnel. For the reasons
articulated earlier in the Exemption 2(Low) discussion, because this internal information is related
solely to the internal practices of the FBI and other federal government agencies, because
disclosure would not serve any public interest, and because disclosure would impede the
effectiveness of government personnel, this information has been properly withheld pursuant to
Exemption 2(Low).

(U) Applicability of Exemptions 2(High) and 7(E)

167. REDACTED

168. REDACTED
(U} Applicability of Exemption S(ACC)
169. REDACTED

{U) Applicability of Exempiion 5{AWP)

-
~J
)

EDACTED
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(U) Applicability of Exemption 7(A4)

171.  (U)  FBI 123 is also withheld on the basis of Exemption 7(A) as it contains
specific examples of how TSP-derived information has helped in terrorist investigations, leads,
statistics per year, etc. and discusses ongoing, active law enforcement. For the reasons articulated
earlier in the Exemption 7(A) discussion, if this information were to be released there is a
reasonable expectation of interference with pending law enforcement, and as a result, the
information has been appropriately withheld pursuant to Exemption 7(A).

(U) Applicability of Exemptions 6 and 7(C)

172. (U) Finally, FBI 20, 123, 140, 142, 158, 165, 166, 170, 172, 304, 305 and 318
contain names and/or identifying information of FBI SAs and support personnel, other federal
government employees, third parties of investigative interest, third parties interviewed, and third
parties merely mentioned, which have been withheld appropriately pursuant to Exemptions 6 and
7(C); Based on the reasons articulated earlier in the Exemptions 6 and 7(C) discussion, there is a
strong privacy interest in protecting the identities of these individuals whose names and
identifying information appear in these documents. Disclosure of such information would
constitute both a clearly unwarranted and an unwarranted invasion of their personal privacy.
There is no public interest to be served by disclosing this type of information to the public and

release of this information will not shed light o
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Exemptions 6 and 7(C) have been appropriately asserted to protect the names and/or identifying
information of FBI SAs and FBI support personnel, other federal government employees, third

parties of investigative interest, third parties interviewed, and third parties merely mentioned.
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REDACTED [HEADER]

173, (U)  FBI 114 is an e-mail dated December 12, 2005 among CTD employees
concerning an attached Position Description for the FBI personnel who are involved with the TSP.
The attached Position Description provides both general and specific descriptions of the duties and
responsibilities of the personnel assigned to handle the TSP. FBI 114 is withheld in its entirety
under FOIA Exemptions 1, 3, 6 and 7(C).

174. REDACTED

175, (U)  FBI 133 is an e-mail dated October 17, 2005 among two CTD employees
concerning recommendations regarding the staffing of FBI personnel at NSA and suggested
improvements to the processes and procedures for the use of TSP information in FBI
counterterrorism investigations. FBI 133 1s withheld in its entirety under FOIA Exemptions 1, 3,
5(DPP), 6, and 7(C).

176. REDACTED

177.  (U)  FBI 134 is an e-mail trail dated October 17 and 18, 2005, between CTD
employees concerning proposals regarding the staffing of FBI personnel who are involved with the
TSP. FBI 134 is withheld 1n its entirety under FOIA Exemptions 1, 2(Low), 3, 5 (DPP), 6 and
7(C).

178. ' EDACTED

179, (U)  FBI 171 is an e-mail trail dated February 13, 2006, among CTD employees
containing a discussion of certain issues regarding the FBI's participation in the TSP. FBI 171 is
withheld in its entirety under FOIA Exemptions 1, 2(Low), 3, 5 (DPP), 6, 7(A) and 7(C).

180, REDACTED

181. (U)  FBI 177 is an undated draft of position descriptions for certain CTD/CAU
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personnel whose positions entail working with TSP information in accordance with the established
FBI procedures concerning the TSP. FBI 177 is withheld in its entirety under FOIA Exemptions 1,
3, 6 and 7(C).

182. REDACTED

183. (U)  FBI 239 is an e-mail dated December 16, 2005, from a CTD employee to
the GC of the FBI regarding the staffing of FBI personnel who are involved with the TSP. FBI
239 is withheld in its entirety under FOIA Exemptions 1, 3, 5(DPP), 5(ACC), 6 and 7(C).

184, REDACTED

(U) Applicability of Exemptions 1 and 3

185. REDACTED

186. (U)  Thus, for the reasons articulated earlier in the Exemptions 1 and 3
discussion, FBI 114, 133, 134, 171, 177 and 239 are exempt from disclosure in their entireties
pursuant to Exemptions 1 and 3.

(UY  Applicability of Exemption 2 (Low)

187. (U)  Portions of FBI 134 and 171 have been withheld pursuant to Exemption 2

(Low), in conjunction with Exemptions 6 and 7(C) to protect the business telephone numbers, fax

and pager numbers appearing in documents as they relate to FBI Special Agents, FBI support

"y

avaernment nereonnel  For the reasone articulated earlier in the
overnment personnel. ror reasons armiculated eariier inine

8L

e

Exemption 2 (Low) discussion, because this internal information is related solely to the internal
practices of the FBI and other federal government agencies, because disclosure would not serve
any public interest, and because disclosure would impede the effectiveness of government

personnel, this information has been properly withheld pursuant to Exemption 2 (Low).
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(U) Applicability of Exemption 5(DPP)

188. REDACTED

(U) Applicability of Exemption 5(ACC)
189. REDACTED
(U) Applicability of Exemption 7(4)

190. (U)  FBI 171 is also withheld on the basis of Exemption 7(A), as it contains
specific examples of how TSP-derived information has helped in terrorist investigations, leads,
statistics per year, ete. and discusses ongoing, active law enforcement. For the reasons articulated
earlier in the Exemption 7(A) discussion, if this information were to be released there is a
reasonable expectation of interference with pending law enforcement, and as a result, the
information has been appropriately withheld pursuant to Exemption 7(A).

(U) Applicability of Exemptions 6 and 7(C)

191. (U)  Finally, FBI 114, 133, 134, 171, 177 and 239 contain names and/or
1dentifying information of FBI SAs and support personnel, other federal government employees,
third parties of investigative interest, third parties interviewed, and third parties merely mentioned,
which have been withheld appropriately pursuant to Exemptions 6 and 7(C). For the reasons

articulated earlier in the Exemptions 6 and 7(C) discussion, there is a strong privacy interest in

these documents. Disclosure of such information would constitute both a clearly unwarranted and
an unwarranted invasion of their personal privacy. There is no public interest to be served by

disclosing this type of information to the public and release of this information will not shed light
on the operations and activities of the FBI. Thus, Exemptions 6 and 7{C) have been appropriately

asserted to protect the names and/or identifying information of FBI SAs and FBI support personnel,
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other federal government employees, third parties of investigative interest, third parties
interviewed, and third parties merely mentioned.

REDACTED [HEADER]

192.  REDACTED

REDACTED [HEADER]

193. (U) FBI1 isabriefing book dated Januafy 23, 2006, prepared by CTD for the
FBI Director and several other high-level FBI executives regarding the overview of the TSP and
how it relates to the FBI. FBI 1 is withheld in its entirety under FOIA Exemptions 1, 2 (High), 3,
5(DPP), 6, 7(A), 7(C), 7(D), and 7(E).

194. REDACTED

195, (U)  FBI 8 consists of an internal FBI Routing Slip dated December 16, 2005,
from the GC to the FBI Director, forwarding an undated internal memorandum which contains a
discussion of operational details and statistics related to the use and reliance on the TSP by the FBI,
as well as policies and practices. FBI 8 is withheld in its entirety under Exemptions 1, 2(Low), 3,
5 (DPP), S5(ACC) and 7(E).

196. REDACTED

197. (U)  FBI 36 is an undated flowchart which originated with the NSA. The FBI

198. REDACTED
199.  (U)  FBI 37is an excerpt from an undated Power Point Presentation which

originated with the NSA. The FBI equities in FBI 37 are withheld in full and under FOTA
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200. REDACTED

201. (Uy  FBI 40 is an undated document describing the FBI's participatton in TSP.
FBI 40 is withheld in full under FOIA Exemptions 1, 2 (High) and 7(E).

202. REDACTED

203. (U) FBI 41 is a package of four documents concerning the TSP and
participation in the TSP and other issues regarding FBI counterterrorism investigations, dated
March 9, 2004, which were obtained from the working files of the GC. FBI 41 is withheld in its
entirety under FOTA Exemptions 1, 3 and 5(DPP).

204. REDACTED

205. (U) FBIl 44 is an ¢c-mail dated March 20, 2004 between the FBI GC and the
Director concerning issues related to the TSP program. FBI 44 has been withheld in its entirety
under Excmptions 1, 2{High), 3, 5(ACC), 6, 7{C) and 7(E).

206. REDACTED

207. (U) FBI 68, 71, 73, 74 and 75 are a collection of e-mails dated January 19, 30,
and 31, 2006 between the GC and a senior attorney in the Director’s Office and attached draft Qs
& As. FBI 68, 70 and 71 are withheld in their entireties under FOIA Exemptions 1, 2 (High), 3,
5(DPP), 5(ACC), 6, 7(C) and 7(E).

208. REDAC

209. (U) FBI 76 and 77 are undated drafts of chronologies related to the TSP. FBI1
76 and 77 are withheld in their entireties under FOIA Exemptions 1, 2 (High), 3, 5(DPP), 5{(ACC),
6, 7(C) and 7(E).

105, REDACTED

[\
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attorney in the Director’s Office to the FBI Director concerning public speeches regarding the TSP
by the AG, General Hayden of the NSA and the President of the United States and other
developments regarding the TSP. FBI 79 is withheld in its entirety under Exemptions 2(High},
5(DPP), 5(ACC), 6, 7(C) and 7(E).

213. REDACTED

214, (U)  FBI 128 is an e-mail dated January 25, 2006, among CTD employees
regarding specific statistical and investigative information concerning the FBI’s participation
within the TSP, in response to a request by the CTD AD in prior telephone conversations. FBI 128
is withheld in its entirety under FOIA Exemptions 1, 3, 5 (DPP), 6 and 7(C).

215. REDACTED

216. (U)  FBI 139 is an e-mail trail dated January 9, 2006, with an attached chart,
among CTD employees regarding the collection of certain statistical and investigative information
concerning the TSP. This information 1s being collected by the CTD employees responsible for
the administration of the TSP in response to current and anticipated requests for such information
from the Director’s Office. The attached chart is a blank template for use in the collection of this
statistical and investigative information for the years of 2002 through 2005. FBI 139 is withheld
in its entirety under FOIA Exemptions 1, 2(Low), 3, 5 (DPP), 6 and 7(C).

217. RED

218.  (U)  FBI 175 is an undated internal memorandum concerning certain aspects
and procedures of the FBI’s participation in the TSP and the use of TSP information in FBI
counterterrorism investigations. FBI 175 is withheld in its entirety under FOIA Exemptions 1

PRSP Be |
dilll 3.

-56-

UNCLASSIFED



UNCLASSIFIED

220.  (U)  FBI 178 is an undated internal memorandum concerning certain aspects
and procedures of the FBI's participation in the TSP and the use of TSP information in certain FBI
counterterrorism investigations. FBI 178 is withheld in its entirety under FOIA Exemptions 1
and 3.

221. REDACTED

223. (U) FBI 186, 187 and 188 is a collection of e-mails dated January 23 and 24,
2006, among CTD employees concerning recommendations, suggestions and issues concerning
the FBI’s participation in the TSP for possible inclusion in a briefing book for review by FBI
executive personnel, including the procedures for the use of TSP information in FBI
counterterrorism investigations. FBI 186, 187 and 188 are withheld in their entireties under FOIA
Exemptions 1, 3, 5 (DPP), 6, 7(A) and 7(C).

224, REDACTED

225, (U) FBI 190, 191, 192, 193 and 194 are a collection of undated draft CTD
memoranda concerning TSP information for possible inclusion in a briefing book for review by
FBI executive personnel. FBI 190, 191, 192, 193 and 194 are withheld in their entireties under
Exemptions 1, 2(Low), 2(High), 3, 5(DPP), 6, 7(C) and 7(E).

226. REDACTED

227. (U) FBI2L

[y

e-mails dated between January 23, 2006, and February 14, 2000, among CTD employees
concerning recommendations, suggestions and issues concerning the FBI’s participation in the
TSP for possible inclusion in a briefing book for review by FBI executive personnel. FBI 211, 212,
220,221, 223, 224, 234, 236 and 237 are withheld in their entireties under Exemptions 1, 2{High),

3, 5 (DPP), 6, 7(A), 7(C) and 7(E).

-57 -

UNCLASSIFED



UNCLASSIFIED

228. REDACTED

229. (U)  FBI 243, 244 and 245 is a collection of e-mails among OGC and CTD
employees and executives concerning a proposed briefing regarding the TSP by General Hayden
of the NSA to key members of Congress. FBI 243, 244 and 245 are withheld 1n its entirety under
FOIA Exemptions 1, 2 (Low), 3, 5(DPP), 5(ACC), 6, 7(A) and 7(C).

230. REDACTED

231. (U)  FBI 246 and 276 are e-mails between the GC and a senior attorney in the
Director’s Office concerning an attached draft chronology of significant events regarding the
legality of the TSP. FBI 246 and 276 are withheld in their entireties under Exemptions 1, 2(High),
3, 5(DPP), 5{ACC), 6, 7(C) and 7(E).

232, REDACTED

233, (U)y  ¥FBI281, 283 and 300 are each a one-page e-mail trail dated February 1,
2006, between GC Valerie Caproni and a senior attorney in the Director’s Office concerning two
questions and answers by AG Alberto Gonzales 1n a press briefing regarding the TSP on December
15,2005. All information contained in FBI 281, 283 and 300 has been released to plaintiffs with
the exception of the names of the senior attorney in the Director’s Office and another FBI
emplovee, which are withheld under Exemptions 6 and 7(C).

234 {
x4, |

ectively. e-mails both

N FRI 294 and 297 are a one-nage 1
) Fbl 290 and 237 are a one-page pectively, e-malls potn

dated February 7, 2006, between GC Valerie Caproni and former Deputy General Counsel Marion
Bowman concerning a letter from a former attorney of DOJ , who is now in private practice, that
delineates his rationale for the legality of the TSP. All information contained in FBI 296 and 297

has been released to plaintiffs with the exception of the name of an FBI employee, which is

withheld under Exemptions 6 and 7(C).

-58-

UNCLASSIFED



UNCLASSIFIED

235, (U) FBI 301 is an internal memorandum, dated November 19, 2002, from the
CTD Assistant Director to the FBI Director concerning certain issues and proposals regarding the
TSP as well as a summary of information concerning the FBI's participation in the TSP. FBI 301
is withheld in its entirety under FOTA Exemptions 1, 3, and 5 (DPP).

236. REDACTED

237, (U) FBI 302 is an internal memorandum, dated January 23, 2003, from the CTD
Assistant Director to the FBI Director concemning certain issues and proposals regarding the FBI's
participation in the TSP and the staffing of FBI personnel who are involved with the TSP.
Attached to this document are two Routing Slips containing the names of several FBI employees
and a copy of FBI 301. FBI 302 is withheld in its entirety under FOIA Exemptions 1, 3, 5 (DPP),
6 and 7(C).

238. REDACTED

239. (U)  FBI 303 is an internal memorandum, dated February 20, 2003, from the AD
for CTD to the Direcltor concerning the staffing of FBI personnel who are involved with the TSP as
well as a background and summary of investigative information concerning the use of the TSP in a
specific FBI counterterrorism investigation. FBI 303 is withheld in its entirety under FOTA
Exemptions 1, 3, 5 (DPP), 6 and 7(C).

240. REDACTED

241. (U}  FBI 319 is adralt document containing questions and proposed answers
regarding the TSP and, in part, the FBI's parﬁcipation in the TSP which were received from
Senator Jay Rockefeller of the Senate Select Committee on Intelligence (“SSCI”). FBI 319 is
withheld in its entirety under FOIA Exemptions 1, 3, and 5 (DPP).

242. REDACTED
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() Applicability of Exemptions I and 3

243, REDACTED

244, (U)  Thus, for the reasons articulated earlier in the Exemptions 1 and 3
discussion, FBI 1, 8, 40, 41, 44, 68, 71, 73-77, 128, 139, 175, 178, 186-188, 190-194, 211, 212,
220,221, 223, 224, 234, 236, 243-246, 276, 301-303 and 319 are exempt from disclosure in their
entireties pursuant to Exemptions 1 and 3.

(U) Applicability of Exemption 2 (Low)

245,  (U)  Portions of FB1 8, 139, 194, 224, 236, 237 and 243-245 have been
withheld pursuant to Exemption 2 (Low), in conjunction with Exemptions 6 and 7(C) to protéct the
business telephone numbers, fax and pager numbers appearing in documents as they relate to FBI
Special Agents, FBI support employees, and other federal government personnel. For the reasons
arficulated earlier in the Exemption 2 {Low) discussion, because this intermal information 1s related
solely to the internal practices of the FBI and other federal government agencies, because
disclosure would not serve any public interest, and because disclosure would impede the
effectiveness of government personnel, this information has been properly withheld pursuant to
Exemption 2 (Low).

(U)  Applicability of Exemptions 2(High) and 7(E)

(%)
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(U) Applicability of Exemption 3(DPP)
247. REDACTED
(U) Applicability of Exemption 5(ACC)

248. REDACTED
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(U) Applicability of Exemptions 6 and 7(C)

249, (U) FBl1,36,44,68,71,73-77,79, 128, 139, 178, 186-188, 193, 211, 212,
220,221, 223, 224, 234, 236, 237, 243-246, 276, 293, 296, 297, 300, 302 and 303 contain names
and/or identifying information of FBI SAs and support personnel, other federal government
employees, third parties of investigative interest, third parties interviewed, and third parties merely
mentioned, which have been withheld appropriately pursuant to Exemptions 6 and 7(C). For the
reasons articulated earlier in the Exemptions 6 and 7(C) discussion, there is a strong privacy
interest in protecting the identities of these individuals whose names and identifying information
appear in these documents. Disclosure of such information would constitute both a clearly
unwarranted and an unwarranted invasion of their personal privacy. There is no public interest to
be served by disclosing this type of information to the public and release of this information will
not shed light on the operations and activities of the FBL. Thus, Exemptions 6 and 7(C) have been
appropriately asserted to protect the names and/or identifying information of FBI SAs and FBI
support personnel, other federal government employees, third parties of investigative interest,
third parties interviewed, and third parties merely mentioned.

(U) Applicability of Exemption 7(4)

250. (U) FBI1,178, 186, 187, 211, 212, 224, 234, 236, 237, 243 and 245 are also

TSP-derived information has helped in terrorist investigations, leads, statistics per year, etc. and
discusses ongoing, active law enforcement. For the reasons articulated earlier in the Exemption
7(A) discussion, 1f this information were to be released there is a reasonable expectation of
interference with pending law enforcement, and as a result, the information has been appropriately

withheld pursuant to Exemption 7(A).
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(U) Applicability of Exemption 7(D)(Express)

251. (U)  Exemption 7(D) has been asserted to withhold the names, identifying data
and information provided to the FBI by third parties and foreign law enforcement agencies under
an “express” assurance of confidentiality in FBI 1, 234, 236 and 237. During the course of
intelligence gathering by various Intelligence Community partners, individuals, organizations and
foreign governments provide information to the FBI relating to particular investigative matters.
These sources provide information with an assurance of confidentiality made “express” through
various means, including specific grants of “express” assurances of confidentiality and agreements
which expressly forbid dissemination of information. If the FBI were to disclose this information
it obtained under an express assurance of confidentiality, the disclosure would have a chilling
effect on the FBI's relationship with these individuals, organizations and foreign agencies. Based
on the reasons articulated earlier in the Exemption 7(D} {Express) discussion, the FBT has properly
asserted Exemption 7(D) for FBI 1, 234, 236 and 237 io protect the names and/or 1dentifying
information of those individuals, organizations, and/or foreign governments who have provided
information and have cooperated with the FBI under an express assurance of confidentiality.

(U) Applicability of Exemption 7(Dj(Implied)
252, (U)y  Exemption 7(D) has also been asserted to withhold information in FBI 1,
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which an assurance of confidentiality may be implied. Certain intelligence and other investigative
information passed on to the FBI in the course of its national security and criminal investigations
may be implicitly confidential. This information, which is typically classified pursuant to E.O.
12958, as amended, 1s provided with the understanding that the identities of the sources of the

information will not be disclosed so that they or their families are not subjected to embarrassment,
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humiliation, reprisal, or possible physical harm nor have a éhilling effect on the activities and
cooperation of other current and future sources of information. The FBI has not identified any
legitimate public mterest in the release of the identities of these individuals. For the reasons
articulated earlier in the Exemption 7(D) (Implied) discussion, the FBI has properly asserted
Exemption 7(D) for FBI 1, 234, 236 and 237 to protect the names and/or identifying information
of these individuals who have provided information and have cooperated with the FBI under an
implied assurance of confidentiality.

REDACTED [HEADING]

253. (U)  This group of e-mails and associated documents, which I will describe in
more detail below, all reflect efforts by OGC and CTD to collect information regarding the
program in order to brief the Director on the “success stories” of the FBI’s use of the TSP in
counterterrorism investigations and the FBI's role and respgnsibilities within the TSP,

254, (U)  FBI 29 is aninternal document dated March 14, 2004 and is withheld in full
under Exemptions 1, 2 (High), 6, 7(A), 7(C), and 7(E).

255. REDACTED

256. (U)  FBI 30 is an internal document also dated March 14, 2004, and is withheld

in full under Exemptions 1, 2 (High), 5(DPP) and 7(E).

~

257. REDACTED

258. (U)  FBI 34is an e-mail dated March 23, 2004 among FBI executives regarding
the FBI’s involvemnent in TSP and is withheld in full under Exemptions 1, 2 (High), 3, 5(ACC), 6,
7(Cy and 7(E).

259, REDACTED

260. (U)  FBI 46 is an undated position document concerning the value and uses of
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TSP information in FBI counterterrorism investigations and is withheld in its entirety under
Exemptions 1, 2 (High), 3 and 7(E).

261. REDACTED

262. (U)  FBI49is an undated draft document concerning the value and uses of TSP
information in certain FBI counterterrorism investigations and investigative case summaries of the
use of TSP information in these investigations. FBI 49 is withheld in 1ts entirety under
Exemptions 1, 2 (High), 5 (DPP), 6, 7(C) and 7(E).

263. REDACTED

264. (U)  FBI 52is an internal report by CTD dated February 26, 2002 and ¥BI 78 is
an undated draft document. Both documents address the value and uses of TSP information in
several FBI counterterrorism investigations, and also contain investigative case summaries of the
use of TSP information in these investigations. FBI 52 and FBI 78 are withheld in their entireties
under Exemptions 1, 2 (High), 6, 7(C) and 7(E).

265. REDACTED

266. (U)  FBI 80 is a document dated January 9, 2002, concerning a briefing on that
date and is withheld in its entirety under Exemptions 1, 2 (High), 3, 5 (DPP), 6, 7(C) and 7(E).

267. REDACTED

2f\8 (TI} FD 8’)_ n“d 84 a1
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employees and are withheld in their entireties under FOIA Exemptions 1, 2(High), 5(DPP), 6, 7(C)
and 7(E).

269. REDACTED

276. (U)  ¥BI 93 isan undated draft docurment concerming the value and uses of TSP

information in certain FBI counterterrorism investigations and investigative case summaries of the
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use of TSP information in these investigations. FBI 93 is withheld in its entirety under
Exemptions 1, 3, 5(DPP) and 5 (ACC).

271. REDACTED

272, (U)  FBI 127 1s an e-mail dated January 23, 2006, among CTD employees
concerning potential questions and proposed responses regarding the FBI’s participation in the
TSP and its value and uses in FBI counterterrorism investigations in preparation for a visit to NSA
by the President of the United States. FBI 127 is withheld in its entirety under Exemptions 1, 5
{DPP}, 6,and 7(C).

273. REDACTED

274, (U)  FBI 130 is an undated C'TD memorandum concerning several examples of
the successful use of TSP information in FBI counterterrorism investigations from January
through August of 2003 for possible inclusion in a briefing of the President of the United States.
FBI 130 is withheld in its entirety under Exemptions 1, 3, 5 (DPP), 6, 7(A) and 7(C).

275. REDACTED

276. (U)  FBI 163 and FBI 164 are e-mail trails each dated January 19, 2000, among
the GC, a senior attorney in the Director’s Office and CTD employees concerning the successful

use of TSP information in several FBI counterterrorism investigations. FBI 163 and FBI 164 are

277. REDACTED

278. (U)  FBI 167 is an e-mail dated January 23, 2006, among CTD employees
concerning potential questions and proposed responses regérding the FBI’s participation in the
TSP and its value and uses in FBI counterterrorisim investigations in preparation for a visit to NSA

by the President of the United States. FBI 167 is withheld in its entirety under FOTA Exemptions

- 65 -

UNCLASSIFED



UNCLASSIFIED

1, 5 (DPP), 6, and 7(C).

279. REDACTED

280. (U)  FBI 179 1s an e-mail trail dated May 27, 2004, among CTD employees
conceming a 2004 meeting of the AG, Associate AGs Jack Goldsmith and Patrick Philbin of DOJ,
FBI Director Mueller, CIA Director George Tenet, Director of the NSA General Hayden, Director
of the Terrorist Threat Information Center (“TTIC™) John Brennan and White House Counsel
Alberto Gonzales about issues regarding the TSP. FBI 179 is withheld in its entirety under FOIA
Exemptions 1, 5 (DPP), 6 and 7(C).

281. REDACTED

282, (U)  FBI 184 is an e-mail trail dated January 19, 2006, among GC Caproni, a
senior attorney in the Director’s Office and CTD employees concerning the successful use of TSP
information in several FBI counterterrorism investigations. FRBI 184 is withheld in its entirety
under FOIA Exemptions 1, 2 (Low), 3, 5 (ACC and DPP), 6, 7(A) and 7(C).

283. REDACTED

284. (U)  FBI 242 is an e-mail dated January 6, 2006, from a CTD employee to the
GC providing a EC regarding a FBI counterterrorism investigation and suggesting that two
gpecific FBI Sections in CTD are the primary beneficiaries of TSP information and would thus be
in best position to give a more accurate assessment to the GC of its usefulness, FBIE 242 is
withheld in its entirety under Exemptions 1, 2(Low), 3, and 5(DPP), 5(ACC), 6 and 7(C).

285. REDACTED

286. (U)  FBI 269, FBI 270 and FBI 271 are three related e-mails, all dated January
20, 2006, among the GC, FBI exceutives and CTD employees, which discuss the factual

underpinnings of certain FBI counterterrorism investigations in which TSP information was a
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valuable factor in the success of these investigations. FBI 269, FB1 270 and FBI 271 are withheld
in their entireties under Exemptions 1, 3, 5(DPP), 5(ACC), 6, 7(A) and 7(C).

287. REDACTED

288. (U)  FBI 274 and FBI 275 are related e-mails, both dated January 27, 2000,
among the GC, DGC, the AD of the FBI’s Directorate of Intelligence, the CTD AD and DAD, and
CTD employees concerning certain statistical investigative information regarding the FBI’s use of
TSP information in counterterrorism investigations. FBI 274 and FBI 275 are withheld in their
entireties under Exemptions 1, 3 and 5 (DPP and ACC).

289. REDACTED

(U) Applicability of Exemptions I and 3

290. REDACTED

291. (U}  Thus, for the reasons articulated earlier in the Exemptions 1 and 3
discussion, FBI 29, 30, 34, 46, 49, 52, 80, 82, 84, 93, 127, 130, 163, 164, 167, 179, 184, 242, 269,

270,271, 274 and 275 arec exempt from disclosure in their entireties pursuant to Exemptions 1 and

3.
(U) Applicability of Exemption 2 (Low)
292, (U)  Portions of FBI 130, 163, 164, 167, 184 and 242 have been withheld
pursuant to Exemption 2 (Low), in conjunction with Exem“{ions 6 and 7(C) to protect the business

telephone numbers, fax and pager numbers appearing in documents as they relate to FBI Special
Agents, FBI support emplovees, and other federal government personnel. For the reasons
articulated earlier in the Exemption 2(Low) discussion, because this internal information is related
solely to the internal practices of the FBI and other federal government agencies, because

disclosure would not serve any public interest, and hecause disclosure would impede the
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effectiveness of government personnel, this information has been properly withheld pursuant to
Exemption 2(Low).
(U) Applicability of Exemptions 2(High) and 7(E)

293. REDACTED

(V) Applicability of Exemption 5(DPP)
294, REDACTED
(U) Applicability of Exemption 5(ACC)
295. REDACTED
(U)  Applicability of Exemptién SAWP)
296. REDACTED
(U) Applicability of Exemptions 6 and 7(C)

297. (U} FBI29, 34,49, 52,78, 80, 82, 84, 127, 130, 163, 164, 167, 179, 184, 242,
269,271, 274 and 275 contain names and/or identifying information of FBI SAs and support
personnel, other federal government employees, third parties of mvestigative mterest, third parties
interviewed, and third parties merely mentioned, which have been withheld appropriately pursuant
to Exemptions 6 and 7(C). For the reasons articulated earlier in the Exemptions 6 and 7(C)

discussion, there is a strong privacy interest in protecting the identities of these individuals whose

1ames and identifying information app 1 th uments.
would constitute both a clearly unwarranted and an unwarranted invasion of their personal privacy.
There is no public interest to be served by disclosing this type of information to the public and
release of this information will not shed light on the operations land activities of the FBI. Thus,

Exemptions 6 and 7(C) have been appropriately asserted to protect the names and/or identifying

information of FBI SAs and FBI support personnel, other federal government employees, third
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parties of investigative interest, third parties interviewed, and third parties merely mentioned.
(U) Applicability of Exemption 7(A)

298. (U) FBI29,130, 163, 164, 184, 242 and 271 are also withheld on the basis of
Exemption 7(A), as they contain specific examples of how TSP-derived information has helped in
terrorist investigations, leads, statistics per year, etc. and discusses ongoing, active law
enforcement. For the reasons articulated carlier in the Exemption 7(A) discussion, if this
information were to be released there is a reasonable expectation of interference with pending law
enforcement, and as a result, the information has been appropriately withheld pursuant to
Exemption 7(A).

(U)  FBI 62-64, 67, 70, 116-120, 124, 141, 143, 144, 146-152, 159, 182, 183,

248-250, 256-261, 263, 266, 273, 280, 284, 285, 292, 293, 309 and 322-340

Drafts And E-mails Regarding Preparation Of Talking Points,
Qs & As, For FBI Director

299. (U) FBI 62, 63, 64, 67 are 2 collection of e-mails and drafts designed to
circulate and discuss attached draft talking points for the Director concermning the FBI's
participation in the TSP. These documents have been withheld in their entireties under
Exemptions 1, 2 (High), 3, 5(DPP), 5(ACQC), 6, 7(C) and 7(E).

300. REDACTED

01, (W) FBI 76 is an e-mail dated January 19, 2006, from the GC Caproni to a
senior attorney in the Director’s Office, then EAD, AD for CTD and AD for OCA with an attached
undated draft of talking points for the Director conceming the FBI's participation in the TSP. FBI
70 is withheld in its entirety under Exemptions 1, 2 (High), 3, 5(DPP), 5(ACC), 6, 7(C) and 7(E).

302, REDACTED

303. (U) FBI116,117,146, 147, 148 and 149 are e-mail trails dated January 12,
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2006, among CTD employees concerning their comments and recommendations regarding the
FBI’s participation in the TSP and the value in FBI counterterrorism investigations, and the
collection of certain statistical and investigative information concerning the TSP for possible
inclusion 1n the Director’s talking points regarding the TSP in anticipation of his testimony before
Congress. FBI 116, 117, 146, 147, 148 and 149 are withheld in their entireties under Exemptions
1, 2(Low), 3, S(DPP), S(ACC), 6, and 7(C).

304. REDACTED

305. (U) FBI118,119,120, 124, 150, 151, 152, 159, 182, 183, 248, 249, 250, 260,
261 and 263 arc e-mail trails dated January 16-18, 2006, among the GC, the DGC, a senior
attorney in the Director’s Office and CTD employees concerning their comments and
recommendations regarding proposed talking points for the FBI Director regarding the FBI’s
participation in the TSP and the value and uses of TSP information in FBI counterterrorism
mvestigations. FB1 118, 119, 120, 124, 150, 151, 152, 159, 182, 183, 248, 249, 250, 260, 261 and
263 are withheld in their entireties under Exemptions 1, 3, S(DPP), 5(ACC), 6, 7(A) and 7(C).

306. REDACTED

307, (U) FBI 141, 143 and 144 arc interrelated mail trails, dated January 10, 2006,
among the GC and CTD executives and CTD employees regarding a proposed briefing of key
members of Congress in connecti
entireties under Exemptions 1, 2(Low), 3, 5(DPP), S5(ACC), 6 and 7(C).

308. (U)  More specifically, FBT 141, 143 and 144 are interrelated three-page e-mail
trails, dated January 10, 2000, among the GC and CTD executives and employees regarding a

proposed briefing of key members of Congress by General Hayden of NSA concerning past and

current operations and investigations in which TSP information was utilized. General Hayden has
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requested that the FBI review his proposed briefing regarding the TSP to ensure that no
information is imparted to the key members of Congress which could conceivably have a negative
impact on current and future FBI counterterrorism investigations which would utilize TSP
information.

309. (U) FBI 256,257,258, 259, 284 and 285 are e-mails among the GC, former
DGC and a senior attorney in the Director’s Office concerning questions and answers regarding
the FBI’s participation in the TSP. FBI 256, 257, 258, 259, 284 and 285 are withheld in their
entireties under Exemptions 1, 5(DPP), S{(ACC), 6, 7(A) and 7(C).

310. REDACTED

311. (U}  FBI 266, 280, 292 and 293 are e-mail trails between the GC and a senior
attorney in the Director’s Office concerning an attached draft of questions and answers regarding
the legality of the TSP and the FBI’s participation in the TSP. FBI 266, 280, 292 and 293 are
withheld m their entireties under Exemptions 1, 3, 5(DPP), 5(ACC), 5 (AWP), 6 and 7(C).

312. REDACTED

313, (U)  FBI 273 is an e-mail from the GC to then AD for CTD, then EAD for NSB,
DGC in OGC and CTD employees concerning her legal decision regarding a policy matter
concerning the FBI’s use of TSP information in counterterrorism investigations. FBI 273 is

withheld in its entirety under FOIA Exemptions 1, 3, 5(DPP), 5(ACC), 6 and 7(C).
314. REDACTED
315, (U)  FBI 309 is an undated draft of potential questions and proposed answers
concerning the FBI’s participation in the TSP and the FBI criminal investigation of the leak of

highly classified mformation regarding the TSP to the media. FBI 309 is withheld in its entirety

under Exemption 5(DPP).
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316. (U)  FBI 322-340 is a collection of draft documents — often variations of the
same seven questions and proposed responses which also contain comments, edits and
recommendations made by GC Valerie Caproni, OGC attorneys, DOJ attorneys and OCA
employees and ranging from May 24-September 21, 2005, These drafts contain proposed
responses by OGC attorneys to several questions regarding the USA PATRIOT Act, the SAFE Act,
FISA and, in part, the FBI’s participation in the TSP, which were received from Senator
Rockefeller, Senator Wyden and Senator Mikulski of the SSCI subsequent to a hearing before this
Senate Committee on April 27, 2005. FBI 322-340 are withheld in their entireties under
Exemption 2(Low), S(DPP) and 5(ACC), 6.and 7(C).

(U) Applicability of Exemptions I and 3

317. REDACTED

318. (U}  Thus, for the reasons articulated earlier in the Exemptions 1 and 3
discussion, FBI 62-64, 67, 70, 116-120, 124, 141, 143, 144, 146-152, 159, 182, 183, 248-250,
256-261, 263, 266, 273, 280, 284, 285, 292 and 293 arc exempt from disclosure in their entireties
pursuant to Exemptions 1 and 3.

(U) Applicability of Exemption 2 (Low)

319. (U) Portions of FBI 116, 141, 142, 143, 325-330 and 333 have been withheld

telephone numbers, fax and pager numbers appearing in documents as they relate to FBT Special
Agents, FBI support employees, and other federal government personnel. For the reasons
articulated earlier in the Exemption 2(Low) discussion, because this internal information is related

solely to the iniernal practices of the FBI and other federal governmeni agencies, because
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effectiveness of government personnel, this information has been properly withheld pursuant to
Exemption 2(Low).
(U)  Applicability of Exemptions 2(High) and 7(E)

320. REDACTED

(U) Applicability of Exemption 5(DPP}
321. REDACTED
(U) Applicability of Exemption 5(ACC)
322. REDACTED
(U) Applicability of Exemption S(AWP)
323. REDACTED
(U) Applicability of Exemptions 6 and 7(C)

324, (U) FBI62-64,67,70,116-120, 124, 141, 143, 144, 146-152, 159, 182, 183,
248-250, 256-261, 263, 266, 273, 280, 284, 285, 292, 293, 325-331 and 333 contain names and/or
identifying information of FBI SAs and support personnel, other federal government employees,
third parties of investigative interest, third parties interviewed, and third partics merely mentioned,
which have been withheld appropriately pursuant to Exemptions 6 and 7(C). For the reasons
articulated earlier in the Exemptions 6 and 7(C) discussion, there is a strong privacy interest in
identifying information a
these documents. Disclosure of such information would constitute both a clearty unwarranted and
an unwarranted invasion of their personal privacy. There 1s no public interest to be served by
disclosing this type of information to the public and release of this information will not shed light
on the operations and activities of the FBI. Thus, Exemptions 6 and 7(C) have been appropriately

asserted to protect the names and/or identifying information of FBI SAs and FBI support personnel,
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other federal government employees, third parties of investigative interest, third parties
interviewed, and third parties merely mentioned.
(U) Applicability of Exemption 7(A)

325, (U)  FBI118-120, 124,151, 152, 159, 182, 183, 248-250, 260, 261 and 263 are
also withheld on the basis of Exemption 7(A), as they contain specific examples of how
TSP-derived information has helped in terrorist investigations, leads, statistics per year, etc. and
discuss ongoing, active law enforcement. For the reasons articulated earlier in the Exemption 7(A)
discussion, if this information were to be released there is a reasonable expectation of interference
with pending law enforcement, and as a result, the information has been appropriately withheld
pursuant to Exemption 7(A).

{U) Documents Related To Legal Opinions, Attornev-Client/Work Product
Privileged And Internal Deliberations Regarding The TSP

326. EDACTED

(U) FBIL3.9.10,17, 26, 31, 45, 56, 57 and 61
FBI Director’s, GC’s and Director’s Special Assistant’s
Handwritten Notes And Internal Documents

327. (U) FBI 3 s acollection of handwritten notes by the GC, taken on various dates,
concerning the TSP. FBI 3 is withheld in its entirety under FOIA Exemptions 1, 2(Low), 3,
5(DPP), 5(ACCQC), 5 and 7{C).

328. REDACTED

329, (U)  FBI9isa five-page document entitled “RSM Program TLLog” which consists
of chronological entries of personal notes made by the FBI Director from March 1, 2004 through
March 23, 2004, regarding conversations and meetings with the Attornev General, the President,

and their close aides, as well as conversations and meetings with FBI personnel regarding the
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legality of the TSP. This document was released in part by the FBI’s Office of Congressional
AfTairs ("OCA”) on 08/14/2007 to Rep. John Conyers, and we have also released to plaintiff a part
of FBI 9 consistent with the Conyers release. The remaining information is being withheld under
FOTA Exemptions 1, 3 and 5 (DPP).

330. (U)  FBI10isacollection of the FBI Director’s handwritten notes, consisting of
eight pages, covering the time frame of March 1, 2004 to March 12, 2004, and eight pages from the
FBI’s Director’s personal calendar, also covering the time frame of March 1, 2004, to March 12,
2004. The notes and calendar pages contain both non-responsive and out of scope material. This
document was released in part by the FBI’s OCA on 08/14/2007 to Rep. John Conyers, and we
have previously released to plaintift a part of FBI 10. The remaining information is withheld
under Exemptions 1, 3 and 5 (DPP).

331, (U)  FBI17is an undated document which details events regarding the TSP
ﬁmn9H4Kth9H4m4.FBIlTkﬂﬁﬂMddﬁnmemﬂayumkrEmmmﬁmm1,lamiﬂACC)

332, REDACTED

333. (U)  FBI 26 is a collection of the GC’s handwritten notes regarding detailed
descriptions of TSP and printed pages of materials from the CTD Briefing Book [FBI 1] regarding
procedures and policies concerning the use of TSP information by the FBI in counterterrorism
investigations. FBI 26

334, REDACTED

335, (U)  FBI45is alist of questions from the GC’s collection of documents dated
March 12, 2004, and has been withheld in its entirety pursuant to Exemptions 1, 2(High), 5(DPP)
and 7(E).

336. REDACTED
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337. (U)  FBI 56 is an undated draft chronology of significant events concerning the
TSP in 2001 and 2004, including the development and implementation of certain policies and
procedures concerning the TSP. FBI 56 is withheld in its entirety under Exemptions 1, 3 and
5(DPP} and S(ACC).

338. REDACTED

339. (U) FBI 57 is a collection of handwritten notes of the FBI Director’s Special
Assistant regarding the pre-March 2004 chronology of events surrounding the TSP. FBI 57 is
withheld in its entirety under FOIA Exemptions 1, 3 and 5(DPP) and 5(ACC).

340. REDACTED

341. (U)  FBI 61 is an e-mail trail dated January 14, 2006, between the GC and a
senior attorney in the Director’s Office regarding their comments to an attached undated draft
chronology of significant events concerning the TSP in 2001 and 2004, including the development
and implementation of certain policies and procedures concerning the TSP, FBI 61 is withheld in
its entirety under FOIA Exemptions 1, 2(High), 5(DPP), 5(ACC), 6, 7(C) and 7(E).

342. REDACTED

(U) Applicability of Exemptions 1 and 3

343, REDACTED

344. (U)  Thus, |
discussion, ¥BI 3, 9, 10, 17, 26, 31, 45, 56, 57 and 61 are exempt from disclosure in th_eir
entireties pursuant to Exemptions 1 and 3.

(U) Applicability of Exemption 2 (Low)
345. (U)  Portions of FBI 3 have been withheld pursuant to Exemption 2 {Low), in

conjunction with Exemptions 6 and 7(C) to protect the business telephone numbers, fax and pager

- 76 -

UNCLASSIFED



UNCLASSIFIED

numbers appearing in documents as they relate to FBI Special Agents, FBI support employees, and
other federal government personnel. For the reasons articulated earlier in the Exemption 2(Low)
discussion, because this internal information is related solely to the internal practices of the FBI
and other federal government agencies, because disclosure would not scrve any public interest,
and because disclosure would impede the effectiveness of government personnel, this information
has been properly withheld pursuant to Exemption 2(Low).
(U) Applicability of Exemptions 2(High) and 7(E)
346. REDACTED
(U) Applicability of Exemption 5(DPP)
347. REDACTED
(U) Applicability of Exemption 5(ACC)
348. REDACTED
(U) Applicability of Exemptions 6 and 7(C)
349. (U)  FBI 3 and 61 contain names and/or identifying information of FBI SAs and
support personnel, other federal government employees, third parties of investigative interest,
third parties interviewed, and third parties merely mentioned, which have been withheld

appropriately pursuant to Exemptions 6 and 7(C). For the reasons articulated earlier in the

these individuals whose names and identifying information appear in these documents. Disclosure
of such information would constitute both a clearly unwarranted and an unwarranted invasion of
their personal privacy. There is no public interest to be served by disclosing this type of

information to the public and release of this information will not shed light on the operations and

activities of the FBL Thus, Exemptions 6 and 7(C) have been appropriately asserted to protect the
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names and/or identifying information of FBI SAs and FBI support personnel, other federal
government employees, third parties of investigative interest, third parties interviewed, and third
parties merely mentioned.

(U) FBI24, 27, 28, 32,115, 137, and 241
Clients Seeking Guidance As To How To Proceed With TSP

350. (U) FBI 24 is an e-mail trail which has been referred to NSA for direct response.
The FBI equities are being withheld in full under Exemptions 1, 3, 5(DPP), 6, 7(C).

351. REDACTED

352. (U)  FBI 27 is an undated draft letter from the FBI Director to Acting AG
Comey secking guidance on how the FBI should proceed in connection with the TSP. FBI 27 is
withheld in full under FOIA Exemptions 1, 2 (High), 3, 5(DPP), S(ACC) and 7(E).

353. REDACTED

354, (U)y  FBI28isan intemnal position document dated March 16, 2004, obtained
from GC Valerie Caproni’s office files. FBI 28 is withheld in full under FOIA Exemptions 1, 2
{High), 3, 5(DPP), 5(ACC) and 7(E). |

355. REDACTED

356. (U)  FBI 32 is an e-mail, dated March 13, 2004, among an FBI executive, the
GC, and the DGC regarding a certain administrative process used by the FBI in connection with
the TSP and seeks guidance regarding the FBI’s use of TSP information. FBI 32 is withheld in its
entirety under FOIA Exemptions 1, 5(ACC), 6 and 7(C).

357. REDACTED

358, (Uy  FBI115is an e-mail trail dated January 4, 2006, among CTD emplovees,

the GC and DGC which seeks legal guidance as to the FBI's use of TSP information in light of the
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media reports concerning the TSP. Within this e-mail trail, CTD provides OGC with an example
of the work product generated by the FBI in its use of TSP information. FBI 115 is withheld in its
entirety under FOIA Exemptions 1, 2(Low), 3, S(DPP), 5{(ACC), 6 and 7(C).

3539. REDACTED

360. (U)  FBI 137, a continuation of the e-mail trail in ¥FBI 115, 1s an e-mail trail, also
dated January 4, 2006, among CTD employees, the GC and DGC regarding legal guidance as to as
to the FBI’s use of TSP information in light of the media reports concerning the TSP. FBI 137 is
withheld in its entirety under FOIA Exemptions 1, 2(Low), 3, 5(DPP), 5 (ACC), 6 and 7(C).

361. REDACTED

362. (U)  FBI 241 is an e-mail trail, similar to the e-mails in FBI 115 and FBI 137,
also dated January 4, 2006, among the GC, DGC and CTD employees seeking legal guidance as to
the FBI's use of TSP information in light of the media reports concerning the TSP, FBI 241 ig
withheld in its entirety under FOIA Exemptions 1, 2(Low), 3, 3(DPP), 5(ACC), 6 and 7(C).

363. REDACTED

(U) Applicability of Exemptions | and 3
364. REDACTED

365. (U)  Thus, for the reasons articulated earlier in the Exemptions 1 and 3

pursuant to Exemptions 1 and 3.
(U)  Applicability of Exemption 2 (Low)
366. (U)  Portions of FBI 115, 137 and 241 have been withheld pursuant to
Exemption 2 {Low), in conjunction with Exemptions 6 and 7(C) to protect the business telephone

numbers, fax and pager numbers appearing in documents as they relate to FBI Special Agents, FBI
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support employees, and other federal government personnel. IFor the reasons articulated earlier in
the Exemption 2(Low) discussion, because this internal information is related solely to the internal
practices of the FBI and other federal government agencies, because disclosure would not serve
any public interest, and because disclosure would impede the effectiveness of government
personnel, this information has been properly withheld pursuant to Exemption 2(Low).
(U)  Applicability of Exemptions 2(High} and 7(E)
367. REDACTED
(U)  Applicability of Exemption 5(DPP}
368. REDACTED
(U) Applicability of Exemption 5(ACC)
369. REDACTED
()  Applicability of Exemptions 6 and 7(C)

370. (U) FBI24,32,115, 137 and 241 all contain names and/or identifying
information of FBI SAs and support personnel, other federal government employees, third parties
of investigative interest, third parties interviewed, and third parties merely mentioned, which have
been withheld appropriately pursuant to Exemptions 6 and 7(C). For the reasons articulated earlier
in the Exemptions 6 and 7(C) discussion, there 1s a strong privacy interest in protecting the
ear in these documents.
Disclosure of such information would constitute both a clearly unwarranted and an unwarranted
invasion of their personal privacy. There 1s no public interest to be served by disclosing this type
of information to the public and release of this information will not shed light on the operations
and activities of the FBI. Thus, Exemptions 6 and 7(C) have been appropriately asserted to protect

the names and/or identifying information of FBI SAs and FBI support personnel, other federal
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government employees, third parties of investigative interest, third parties interviewed, and third
parties merely mentioned.

(U) REFERRALS

371.  (U)  An additional 24 non-serialized documents were identified by the FBI as
containing equities of other DOJ components and/or other federal government agencies and were

therefore referred for either consultation or direct response. See Exhibit A.

(U) OUTGOING REFERRALS

372, (U)  The FBI has identified one document which originated with the then DOJ
Office of Intelligence Policy and Review (“OIPR”) — now within the DOJ National Security
Division (“NSD”) — FBI 14 and FBI 317. The FBI referred this document for direct response, and

it will be addressed in a separate declaration supplied by NSD. See In Camera, Ex Parte

Declaration of Matthew G. Olsen, DOIJ, National Security Division.

271 T T
Ji3. i) 11

FBI has identified three documents and/ rions of
which onginated with the Office of Legal Counsel (“OLC”)at DOJ — FBI 7 and FBI 42. The FBI
referred these documents to OLC for direct response, and these documents will be addressed in a
separate declaration supplied by DOJ OLC. See Bradbury Declaration.

374, (U)  In addition, the FBI identified among documents contained in the files of
OGC personnel two copies of a document originally obtained by the FBI from DOJ — FBI 23. The
FBI referred this document to OLC for direct response. See Bradbury Declaration.

375. (U)  Finally, the FBI referred to NSA for direct response the following
documents: FBI 2, FBI 6, FBI 16, FBI 24, FBI 36, FBI 37, FBI 38, FBI 48, FBI 50, FBI 103,

z8

IBI 104, FBI 105, FBI 106, ¥BI 107, FBI 108, FBI 109, IBi 112, and FBI 132.”" These

documents will be addressed in a separate declaration supplied by NSA. See Supplemental Brand

* (C) FBI 107,108 and 112 were referred both to the NSA and to the CIA for a review of their respective equities,
but will be addressed in the NSA’s declaration. See Supplemental Brand Declaration.
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Declaration.

(U) INCOMING REFERRALS

376. (U) Inthe course of responding to the same FOIA request from plaintiffs, other
DOJ components and/or other federal agencies have identified documents and/or portions of
documents which originated with the FBI and have referred them to the FBI for either consultation
or direct response to plaintiffs.

377. REDACTED

(U) CONCLUSION

378.  (U) The FBI has now provided plaintiffs with all releasable records responsive to
its FOIA request to the FBIHQ. As demonstrated above, the information which the FBI has
withheld consists of information the disclosure of which would: (a) reveal material which is
classified; (b) reveal material regarding the internal personnel rules and practices and internal
operations of the TSP disclosure of which could reasonably be expected to risk circumvention of
law; (c) reveal information protected by federal statutes; (d) reveal materiai protecied by the
deliberative process, attorney/client and attorney work product privileges; (e) reveal material
which is the subject of ongoing investigations; (f) reveal material which would constitute a clearly
unwarranted and an unwarranted invasion of individuals’ privacy; and (g) reveal identities and

information provided by individuals under an express and implied assurance of confidentiality.
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Pursuant to 28 U.S.C. § 1746, [ declare under penalty of perjury that the foregoing is true
and correct, and that Exhibits A and B attached hereto are true and correct copies.

Executed this 5'@? day of May, 2008,

“DAVID M. HARDY
Section Chief Y

Record/Information Dissemination Section
Records Management Division

Federal Bureau of Investigation
Washington, D.C.
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Thomas Wilner, et al. v. NSA, et al., Civ. A, No. 07-3883 (S.D. N.Y.)

EXhibit A to Redacted Second Hardy Decl.

* Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ;

+- Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ,

INDEX OF FBI DOCUMENTS WITHHELD IN FULL OR IN PART

bOC. NO. DATE DOCUMENT APPLICABLE JUSTIFICATION FOR EXEMPTION(S)
DESCRIPTION EXEMPTION(S) COMMENTS

FBI 1* 01/23/06 Briefing Book Withheld in Full | Responsive in Part
(b}(1})
(b)}2) (High) See Redacted Second Declaration of David M.
(b)(5) (DPP) Hardy, dated May 3, 2008 (*Redacted Second
(b)) Hardy Decl.™)
(bX7)A)
(bY(7)C)
(b)(7XD)
(b)(7)(E}

FRI 2'+ 03/09/04 Power Point Slide -- Referred to NSA; same as OLC 48

Presentation
FBI 3 Various Handwritten notes Withheld in Full Responsive in Part
Dates (h)(1)

(M)(2) (Low) See Redacted Second Hardy Decl.
(b)(3)
(b)(5) (ACC)
(b)(S) (DPP)
(b)(6)
BI7C

FBI 6%+ 10/11/1 Congressional Letter -- Referred to NSA.

FBI 7+ 10/20/01 Internal Memorandum | -- Referred to DOJ/OLC

! For referred documents applicable exemptions are dealt with in the corresponding declarations filed
by other agencies of the Federal Government, unless they contain documents with FBI equities, in

Declaration.

S s e R PSS 1 . B DU RSP rpunpn h Mg B ST b U SRR B n BN S i JERT B
CTADLIOTS COVETITIEZ AN rind 8 COUITICS 4T A00rCllca i e R COACTO0 SECOHNT pvRaiiiy

? For the ease of the parties, to reduce possible confusion, and to maintain consistency with the
preexisting document numbering convengions in other pending litigation, (e.g., EPIC and ACLU v. DOJ,
Civ. A. No. 06-CV-00096 and 06-CV-00214 {D.D.C.)) this chart retains the numbering convention of
the FBI's other charts. We have excluded from this chart any document that has been released in full or
that we have determined to be non-responsive to plaintiffs” FOIA request.
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Thomas Wilner, et al. v. NSA, et al., Civ. A, No. 07-3883 (S.D. N.Y.)

Exhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBl in EPIC and ACLU v. DOJ;

+- Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ.

DOC. NO. DATE DOCUMENT APPLICABLE JUSTIFICATION FOR EXEMPTION(S)/
DESCRIPTION EXEMPTION(S) COMMENTS
FBI 8 12/16/05 Routing Slip with Withheld in Full | Responsive in Part
attached (b}1)
Memorandum (b¥2) (Low) See Redacted Second Hardy Decl.
(b}3)
(b)(5) (ACC)
(b)}5) (DPP)
(bUN(E)
FBI 9 03/01/04 — | FBI Director’s Withheld in Responsive in Part
03/23/04 “Program Log” Part/Released in
Part See Redacted Second Hardy Decl.
{b)(1)
{(b)(3)
{b)(5} (DPP)
FBI 10 Undated Handwritten notes Withheld in Responsive in Part
Part/Released in
Part See Redacted Second Hardy Decl.
(b)(1)
(b)(3)
(b)(5) (DPP)
FBI 14+ 03/22/04 Memorandum with - Referred to OIPR; same as OIPR 133 or 134;
attachment
FBI 15* 04/14/04 Internal e-mail with Withheld in Full Responsive in full
attached (Y1)
Memorandum (h)(2) (High) Referred to FRI trom DOJ Same as ODAG 46
((3) and same as OIPR 114
(b)X5) (DPP)
(b)(5) (ACO) See Redacted Second Hardy Decl.
(b)(S) (AWP)
(BU7)(E)
FBI 16+ | Undated Congressional -- | Referred to NSA
Questions with
handwritten
comments
FBI 17 Undated Internal Notes Withheld in Full Responsive in Part
{(b)(1)
(b)3) See Redacted Second Hardy Decl.

(b)(S) (ACC)
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Thomas Wilner, et al. v. NSA, et al.,, Civ. A, No. (7-3883 (§.D. N.Y.)

EXhibit A to Redacted Second Hardy Decl.

® Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ;

+ - Summary Judgment Granted for Referred Document in EPIC and ACL.U v. DOJ.

DOC, NO. DATE DOCUMENT APPLICABLE JUSTIFICATION FOR EXEMPTION(S)Y/
DESCRIPTION EXEMPTION(S) COMMENTS
FBI 20* 03/14/04 Internal e-mail Withheid in Full | Responsive in Part
(b} 1)
(b){(2) (High) See Redacted Second Hardy Decl.
(b)(3) (DFP)
(b)(6)
(B)(7)(C)
(b))
FBI 23° 03/11/04 Not agency record -- Referred to OLC/DOJ; same as OLC 56
(without attachments);
FBI 24+ 12/19/05 Internal e-mail FBI Equities Referred to NSA
Withheld in Full
{b)(1}
{b}(5} (DPP)
{b)(6)
(bYTHE)
FBI 25* 03/24/04 Draft Memorandum Withheld in Full | Responsive in Full
(b)(1}
(b}2) (High) See Redacted Second Hardy Decl.
(b)(3)
(b)(5) (DPP)

(b)(5) (ACC)
(b)(5) (AWP)

(bX)TXE)

FRI 26 Undated Notes and background | Withheld in Full Responsive in Part
material (ML)

(b)(5) (DPP) See Redacted Second Hardy Decl.
FRI 27+ Undated Draft letter Withheld in Full | Responsive in Fuli

(b)(1)

{bX2) (High) See Redacted Second Hardy Decl.

(b)(5) (ACC)

(b)5) (DPP)

(BYDE)
FBI 28% 03/16/04 Position document Withheld in Full | Responsive in Part

(b)(1)

(b)(2) (High) See Redacied Second Hardy Decl.

(b)(3) (DPP)
(b)(3) (ACC)
OINIE)

? Plaintiffs’ objections disclaimed/withdrawn in EPIC and ACLU v, DOJ, Civ. A. No. 06-CV-00096
and 06-CV-00214 (D.D.C.).
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UNCILASSIFIED

Thomas Wilner, et al. v. NSA, et al., Civ. A. No. 07-3883 (S.D. N.Y.)

Exhibit A to Redacted Second Hardy Decl.

® = Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ;

+- Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ,

DOC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(S)/
COMMENTS

FBI 29*

03/14/04

Internal document

Withheld in Full
(b)(1)

(b)(2) (High)
(b)(3)

(b)(6)

(BOITHA)
(BYTHC)
(OYTHE)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 30*

03/14/04

Internal document

Withheld in Full
(bX(1)

(b)2) (High)
(b)(3)

(b)(5) (DPP)
(MTHE)

Responsive in Part

See Redacted Second Hardy Decl.

FBI1 31*

Undated

Internal document

Withheld in Full
(B)(1)

(b)(2) (High)
(b)(3)

(b)(5) (DPP)
(b)(5) (ACC)
(bY7)HE)

Responsive in Part

| See Redacted Second Hardy Decl.

FBI 32

03/18/04

Internal e-mail

Withheld in Full
(b)(1)

(b)3)

(b)(5) (ACC)
(b)(6)

BADIC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 34%

03/23/04

Internal e-mail

Withheld in Full
(b)(1)

(b)2) (High)
(b)(3)

(b)(3) (ACC)
(b)(6)

(bUTHC)
(b)T)E)

Responsive in full

See Redacted Second Hardy Decl.

FBI 36+

Undated

Flowchart

FBI Equities
Withheld in Full
{b)(1)

O i
(b)(5) (ACC)
{b)(6)

{b)(7)(C)
{b)(TUE)

Referred to NSA
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UNCLASSIFIED

Thomas Wilner, et al. v. NSA, et al., Civ. A. No. 07-3883 (S.D. N.Y.)

EXhib it A to Redacted Second Hardy Decl.

® = Summary Judgment Granted for FBI in EPIC and ACLU v, DOJ;

+- Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ.

DOC. NO. DATE DOCUMENT APPLICABLE JUSTIFICATION FOR EXEMPTION(S)/
DESCRIPTION EXEMPTION(S) COMMENTS
FBI 37+ { Undated Excerpt from Power FBI Equities Referred to NSA
Point Presentation Withheld in Full
(b))
(b)(2) (High)
(b)(3)
(b)TH(E)
FBI 38+ | 01/11/06 PowerPoint -- Referred to NSA
Presentation
FBI 40* Undated Executive Summary Withheld in Full  § Responsive in Part
(BX(1)
{bX3) See Redacted Second Hardy Decl.
(b)(2) (High)
(L)((E)
FRI 41 03/09/04 Background (b)(1) Responsive in Part
documents {b)(3)
(b)(5) (DPF) See Redacted Second Hardy Decl.
FBRI 42+ | 09/15/04 Memorandum - Referred to OLC; same as OLC 113
FBI 44* 03/20/04 Internal e-mail Withheld in Full Responsive in Part
(b)(1}
(b}(2) (High) See Redacted Second Hardy Decl.
(bX3}
(b)(5) (ACC)
(b)(6)
(L)7HC)
(bTNE)
FRI 45* 03/12/04 List of questions Withheld in Full | Responsive in Part
(b)(1)
b){2) (High) See Redacted Second Hardy Decl.
(b)(3)
(b)(5) (DPP)
(DUTHE)
FBI 46* Undated Position document Withheld in Full | Responsive in Full
(b)(1)
{h)(2) (High) See Redacted Second Hardy Decl.
{(b)(3)
{(BHTHE
FBI 48+ 01/07/02 PowerPoint slides -- | Referred to NSA
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UNCLASSIFIED

EXhibit A to Redacted Sechnd Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ,

+- Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ.

POC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(SY
COMMENTS

FBI 49*

Undated

Draft document

Withheld in Full
(b)(1)

(b)2) (High)
(bX3)

(b)}3) (DPP)
(b)(6)

(BUC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 50+

12/10/01

PowerPoint slides

{(b)(T)(E)

Referred to NSA

FBI 52*

02/26/02

Internal report

Withheld in Full
(b)(L)

(b)(2) (High)
(b)3)

(b)6)

(bX7XC)
(b)(T(E)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 56*

Undated

Internal notes

Withheld in Full
(b)1)

(bX3)

(b)(5) (ACC)
(b)(5) (DPP)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 57

Various
Dates

Handwritten notes

Withheld in Full
{(bX1)

(b)}3)

(b)(5) (DPP)
(b)(5) (ACC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 61*

01/14/06

Internal e-mail with
attached draft

Withheld in Full
{b)(1)

(b)(2} (High)
(b)(3)
(b)}S}HACC)
(b)S) (DPP)
(b)(6)

(b)7NC)
(b)TXE)

Responsive in Part

See Redacted Second Hardy Decl.

"y
o]
e
[
I

*

01/14/06

Internal e-mail with
attached draft Talking

5 PRI
IS

Withheld in Full

(b)3) (ACC)
(b)3) (DPP)
(b)(6)
{(LYNC)

OMNDE)

Responsive in Part
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UNCLASSIFIED

Thomas Wilner., et al. v. NSA, et al., Civ. A. No. 07-3883 (§.D. N.Y.)

Exhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ;

+ - Summary Judgment Granted for Referred Document in EP1IC and ACIL.U v, DOJ,

DOC. NO,

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(S)/
COMMENTS

FBI 63*

01/16/06

Tnternal e-mail

Withheld in Full
(b)1)

(b)(2) (High)
(b)(3)

(B)(5) (ACC)
(b)(5) (DPP)
(b)(6)

(b)THC)
(bITHE)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 64*

01/17/06

Internal e-mail

Withheld in Full
(b)(1)

(b)(2) (High)
(b)}3)

(b)(3) (ACC)
(b)(3) (DPF)
(b)(6)

{(b)THC)
{(b)(7THE)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 67*

01/18/06

Internal e-mail

Withheld in Full
(b)(1}

(b)}2) (High)
(b}(3)

(b)(5) (ACC}
(bX3) (DPP)

(hy 6
VMM

(b)(7XC)
{(LITHE}

Responsive in Part

See Redacted Second Hardy Decl.

FBI 68*

01/19/06

Internal e-mail with
attached draft Qs &
As

Withheld in Full
(b)(1)

(b)(2) (High)
(BX3)

(B)(5) (ACC)
(b)(5) (DPP)
(b)}(6)

(bU7)C)
(O)(N(E)

Responsive in Part

See Redacted Second Hardy Decl.

FBI1 70*

01/19/06

Internal e-mail

Withheld in Full
(b)(1)

(b)(2} {High}
(b)(3)

(b3} (ACC)
(b)) (DPP)
(b)6)
(BXT)C)
)

Responsive in Part

See Redacted Second Hardy Decl.
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UNCILASSIFIED

Thomas Wilner, et al. v. NSA, et al., Civ. A. No. 07-3883 (5.D. N.Y.)
Exhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ;

+- Summary Judgment Granted for Referred Document in EPIC and ACLU v, DOJ.

DOC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(S)/
COMMENTS

FBI 71*

01/31/06

Internal e-mail with
attached draft Qs &
As

Withheld in Full
{b)(1)

(b)(2} (High)
(bX}3)

(b} S} (ACC)
(b)5) (DPF)
(b)(6)

(b)7NC)
(b)7)E)

Responsive in Part

See Redacted Second Hardy Decl.

¥BI 73*

02/01/06

Internal e-mail

Withheld in Full
(b)1)

(b)(2) (High)
(b)(3)

(b)(5) (ACC)
{b)(5) (DPP)
(b)6)

(bY(C)
(bY7)E)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 74%

Undated

Draft document

Withheld in Full
(b)(1)

(b)(2) (High)
{(®)(3)

{(b)(5} (ACC)
{b)(5) (DPP)

LAY
MR VY

(bY7HC)
(b}TI(E)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 75*

Undated

Draft questions

Withheld in Full
(b)(1)

(b)(2) (High)
(b)(3)

(0)(5) (ACC)
(b)(5) (DPP)
(bX6)

(BU7UC)
(bX7)(E)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 76*

Undated

Draft document

Withheld in Full
(b)(1)

{b)(2) (High}
{h(3)
LTSNS
WA RY A

{b)(5} (DPP)
(b)(6}
(bITHC)
(b} THE)

Responsive in Part

See Redacted Second Hardy Decl.

Page 8 of 30




UNCLASSIFIED

Exhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLU v, DOJ;

+- Summary Fudgment Granted for Referred Document in EPIC and ACLU v. DOJ.

DOC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(S)/
COMMENTS

FBI 77*

Undated

Draft document

Withheld in Full
(b)(1}

(b)(2} (High)
(bX3)

(b)5) (ACC)
(b)5) (DPP)
(b))

(b} 7HC)
(b)(7XE)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 78*

01/24/06

Internal e-mail

Withheld in
Part/Released in
Part

(b)(6)

(EUTHE)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 79*

01/27/06

Internal memorandum

Withheld in Full
(b)(2) (High)
(b)(5) (ACC)
(b)(5) (DPP)
(b)(6)

{b)(7)C)
{b)(7UE)

Responsive in Part

| See Redacted Second Hardy Decl.

FBI 80*

01/09/02

Notes from briefing

Withheld in Full
(b)(1}

(b)(2) (High)
(b)(3)

(b)(5) (DPP)
(b)(6)

(TNC)
(OI7UE)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 82*

12/04/03

Internal e-mail

Withheld in Full
(b)(1)

(b)(2) (High)
(b)(3)

(b)5) (DPP)
(bX}6)

®(7NC)
(0)(N(E)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 84*

12/04/03

Internal e-mail

Withheld in Full
(b)(1)

{BY 2 {Hishl
(b)(3)

(b)(5) (DPP)
(b)(6)
(B)THC)
(D(T(E)

Responsive in Part

Com Radarted Socrnnd Hardy Diasd
e Gl SULUNG ¥ arswli

Fa% p fiviiiid
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UNCLASSIFIED

Thomas Wilner, et al. v. NSA, et al., Civ. A. No. 07-3883 (S.D. N.Y.)

Exhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ;

+ - Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ.

DOC. NO. DATE DOCUMENT APPLICABLE JUSTIFICATION FOR EXEMPTION(SY
DESCRIPTION EXEMPTION(S) COMMENTS
FBI 92% Not Dated Draft memorandum Withheld in Full | Responsive in full
(b1} (Same as ODAG 47/referred from DOJ o
(b}2) (High) FBI)
(b}(3)
(b)(5) (DPP) See Redacted Second Hardy Decl.
(b)(5) (ACC)
(b)(S) (AWPR)
(BUE)
FBI 93* Not Dated Draft memorandum Withheld in Full Responsive in Full
(b)1) .
{b)(3) See Redacted Second Hardy Decl.
(b)(5) (DPP})
{b)(5) (ACC)
(b)(5) (AWP)
FBI 103+ | 08/25/05 Internal e-mail with e Referred to NSA
attached NSA Report
FBI 104+ || 09/06/05 Internal e-mail -- Referred to NSA
FRI 105+ | 09/09/05 Internal e-mail -- Referred to NSA
FBI 106+ [ 09/21/05 Internal e-mail -- | Referred to NSA
FBI 107+ | 09/21/05 Internal e-mail - Referred to NSA and CIA
FBI 108+ | 09/22/05 Internal e-mail -- Referred to NSA and CIA
FRI 109+ | 12/30/05 Internal e-mail with -- | Referred to NSA
attached NSA Report
FBI 112+ | 09/28/05 Internal e-mail - Referred to NSA and CIA
FRY 114 12/12/05 Internal e-mail Withheld in Full Responsive in Part
(M1}
(D See Redacted Second Hardy Decl.
(b)(6)
dINC)
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UNCLASSIFIED

Thomas Wilner, et al. v. NSA, et al., Civ. A. No. 07-3883 (5.D. N.Y.)

EXhibit A to Redacted Second Hardy Decl.

® = Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ;

+- Summary Judgment Granted for Referred Decument in EPIC and ACLU v. DOJ,

DOC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(SY
COMMENTS

FBI 115

01/04/06

Internal e-mail

Withheld in Full
(b)(1}

(b)2} (Low)
(b)}3)

(b)(5) (DPP)
(b)5}HACC)
(b)6)

(bYTHC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 116%

01/12/06

Tnternal e-mail

Withheld in Full
(b)(1}

(b)(2) (Low}
(b)(3)

(b)) (DPP)
(b)5) (ACC)
(bX6)

(bX7HC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 117%

01/12/06

Internal e-mail

Withheld in Full
(b)(1)

(b)(3)

(b)(5) (DPP)
(b)(5) (ACC)
(b)(6)

(BITC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 118*

01/16/06

Internal e-mail

Withheld in Full

e Y ERY

(b)(1)
(b)3)

(b)5) (DPP)
(b)5) (ACC)
(b)(6)
(bX7)A)
(bUTUC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 119*

01/16/06

Internal e-mail

Withheld in Full
(b}1)

(b)(3)

(b)(5) (DPP)
()(3) (ACC)
(b)(6)

{(B)7)(A)
(b)T)C)

Responsive in Part

See Redacted Second Hardy Decl.
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TUNCLASSIFIED

Thomas Wilner, et al. v. NSA, et ai., Civ. A. No. 07-3883 (S.D. N.Y.)
EXhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ;

+- Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ.

DOC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(S)

COMMENTS

FBI 120*

01/17/06

Internal e-mail

Withheld in Full
{b)(1)

{b)(3)

{(b)(5) (DPP)
(b)(5) (ACC)
(b)(6)

(B)(7HA)
(B)(THC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 123*

01/18/06

Internal e-mail

Withheld in Full
(b)(1}

(b)(2} (Low)
(b}(3}

(b)(5} (DPP)
(bX6)

(BHTXA)
(BHTC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 124%

1/18/06

Internal e-mail

Withheld in Full
(b)(1)

(b)3)

(b)) (DPP)
(b)(5) (ACC)
(b)(6)

(bY(TXA)
(b)THC)

Responsive in Part

See Redacted Second Hardy Decl.

TR7 il 1 4 2o TooE]
¥Y LULHICILE I1E 17 LEiL

(b)(1)

(b)(3)

(b)(5) (DPP)
(b)(6)
(bUTHC)

nnnnnnnnnnn L & YR
L

See Redacted Second Hardy Decl.

FBI 128

1/25/06

Internal e-mail

Withheld in Full
(B)(1)

(b)3)

(b)5) (DPP)
{(b)6)

(bU7NCY

Responsive in Part

See Redacted Second Hardy Decl.

FBI 130*

01/01/03-

08/22/03

Internal memorandum

Withheld in Full
{b)(1)

{0)(2) (Low)
(5)3)

(B)(5) (DPP)
{(b)(6)

(b)7NA)
(MTHC)

Responsive in Part

See Redacied Second Hardy Decl.
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UNCLASSIFIED

Thomas Wiiner, et al. v. NSA, et al., Civ. A. No. 07-3883 (S8.D. N.Y.)

Exhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLU v, DOJ;

+ - Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ.

DOC. NO.

DATE

DOCUMENT

DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(SY
COMMENTS

FBI 132+

09/09/05

Internal e-mail

Referred to NSA

FBI 133*

10/17/05

Internal e-mail

Withheld in Full
(b)(1)

(b)(3)

(b)(5) (DPP)
(b)(6)

(BYTHE)

Responsive in Part

See Redacted Second Hardy Decl. 4

FBI 134

10/18/05

Internal e-mail

Withheld in Full
(b} 1)

(b)2) (Low)
(b)(3)

(b)(5) (DPP)
(b)(o)

(B)(7XC)

Responsive in Part

See Redacted Second Hardy Decl.

FB1 137

01/04/06

Internal e-mail

Withheld in Full
(b)(1)

(b)(2) (Low)
(b)3)

(b)(5) (DPP)
(b)(5) (ACC)
(b)6)

(bX7NC)

Responsive in Part

See Redacted Second Hardy Decl.

=
=
—
»
Rt}

Tniernal e-mail

111

Withheld in Full
(b)(1)

(b)(2) (Low)
{(b)(3}

{(b)(5) (DPP)
(b)(6}

(BITHC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 140*

01/09/06

Internal e-mail

Withheld in Full
(b)(1)

(b)(3)

(b)(5) (DPP)
(b)(6)

(bU7HC)

Responsive in Full

See Redacted Second Hardy Decl.

i
=
(|
=
=3

01/10/06

Internal e-mail

Withheld in Full
(b)1)

)
(b)(3) (DPP)
(b)(5) (ACC)
(0)(6)
BN

Responsive in Part
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UNCLASSIFIED

Thomas Wilner, et al. v. NSA, et al., Civ. A. No. 07-3883 (5.D. N.Y.)

EXhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ;

+ - Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ.

DOC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(SY
COMMENTS

FBI 142%

01/10/06

Internal e-mail

Withheld in Full
(b)(1)

(b)(2) (Low)
(®)(3)

(b)(5) (DPF)
{b)(6)

LGN

Responsive in Full

See Redacted Second Hardy Decl.

FBI 143

01/10/06

Internal e-mail

Withheld in Full
(b)(1)

(b)(2) (Low)
(b)(3)

(b)(5} (DPP)
(b)(S}ACC)
(b)(6)

(b}7HO)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 144

01/10/06

Internal ¢-mail

Withheld in Full
(bX1)

(b}X2) (Low}
(b)(3)

(b)(5) (DPP)
(b)(5) (ACC}
(b)(6)

(b)(TNHC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 146*

01/12/06

Internal e-mail

Withheld in Fuil

FERVE R
VWAL

(b)(3)

(b)(5) (DPP)
(b)(3) (ACC)
(b)6)
(BYTHC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 147*

01/12/06

Internal e-maii

Withheld in Full
(b)1)

(b}2) (Low)
(b)(3)

(b)(5) (DPP)
(b)(6)

®d(NC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 148

01/12/06

Internal e-mail

Withheld in Fall
(d)(1)

(MY {Lowh
Rt A
Pl

10Ji3)

(b)(5) (DPP)
(b)(6)
(bYTHC)

Responsive in Part

See Bedacted Second Hardy Deel
ee Kedacted ardy Decl
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UNCLASSIFIED

Thomas Wilner, et al. v. NSA, et al., Civ. A. No. 07-3883 (S.D. N.Y.)

EXhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ;

+- Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ.

DOC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(S)/
COMMENTS

FBI 149

01/14/06

Internal e-mail

Withheld in Full
{(b)(1)

(b)(3)

(b)(5) (DPP)
(b)(5) (ACC)
(b)(6)

(M(THE)

Responsive in Part

.| See Redacted Second Hardy Decl.

FBI 150*

01/16/06

Internal e-mail

Withheld in Fult
(b)(1)

(b)3)

(b)(5) (DPP)
(b)(3) (ACC)
(b)(6)

dTHO)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 151*

01/16/06

Internal e-mail

Withheld in Full
{(b)(1)

(b)(3)

(b)(5) (DPP)
(b}(5) (ACC)
(b)(6)

(BXT7HA)

(b} 7HC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 152%

01/17/06

Tnternal e-mail

Withheld in Full
®)0)

(b))

(b)(5) (DPP)
(b)(3) (ACC)
{b)(6)

(b)(THA)
(BUTHEC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 158*

01/18/06

Internal e-mail

Withheld in Full
(b)(1)

(b)}(2) (Low)
(b)3)

(b)) (DPF)
(b)(6)

®FHC)

Responsive in Full

See Redacted Second Hardy Decl.

01/18/06

Internal e-mail

Withheld in Full
()1

(b)(5) (DPP)
(b)(5) (ACC)
(b)(6)

(b)(7NA)
(BY7HC)

Responsive in Part
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UNCLASSIFIED

Thomas Wilner, et al. v. NSA, et al., Civ. A. No. 07-3883 (S.D. N.Y.)

Exhibit A to Redacted Second Hardy Decl.

* = Summary Fudgment Granted for FBI in EPIC and ACLU v. DOJ;

+- Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ,

DOC. NG,

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(S)/
COMMENTS

FBI 163*

01/19/06

Internal e-mail

Withheld in Full
(b)(1)

(b)(2) (Low)
(b)(3)

(b)5) (DPP)
(b)(6)

(bX7)A)
(LU

Responsive in Part

See Redacted Second Hardy Decl.

FBI 164*

01/19/06

Internal e-mail

Withheld in Full
(b)(1)

(b)(2) (Low)
(b)(3)

(b)(S) (DPP)
(b)(6)

(b}7HA)
(b}THE)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 165*

01/19/06

Internal e-mail

Withheld in Full
(b)1)

(b)(3)

(b)(5) (DPP)
(b)(6)

(dNEC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 166

01/23/06

Internal e-mail

Withheld in Full
o -
(DN Z) {LOW)
(b)(3)

(b)(5) (DPP)
{b)(6)

(b)(7HA)
(bHTHC)

Responsive in Part

o ™ 1 + 10 11T 1 ™ 1
DEEC Keaacted »econd Hardy LJecl.

FBI 167*

01/23/06

Internal e-mail

Withheld in Full
(bX1)

(b}3)

(b)(5) (DPP)
(b)(6)

YTHEO)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 170~

01/30/06

Internal e-mail

Withheld in Full
(b)(1)

() (Low
(b}3) (DPF)
(b)(0)
(N

Responsive in Part

See Redacted Second Hardy Decl.
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UNCLASSIFIED

Thomas Wilner, et al. v. NSA, et al., Civ. A. No, 07-3883 (S.D. N.Y.)

Exhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ;

+- Summary Judgment Granted for Referred Document in EPIC and ACI.U v. DOJ.

DOC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(S)/

COMMENTS

FBI171

02/13/06

Internal e-mail

Withheld in Full
(b)(1)

{(b)}2) (Low)
(bX3)

(b)(3) (DPP)
(b)(0)

{(b)(7HA)
(bY7HO)

Responsive in Part

See Redacted Second Hardy Decl.

FBI172*

11/22/04

Notes of meeting

Withheld in Full
(b)(1)

(b)(3)

(b)(5) (DPP)
{b)(6)

(M)THC)

Responsive in Full

See Redacted Second Hardy Decl.

FBI 175

Undated

Internal memorandum

Withheld in Full

(b)(1)
(b)3)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 177*

Undated

Position Descriptions

Withheld in Full
(b)(1)

{(b)(3)

{b)(6)

(BTHC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 178

Undated

Internal memorandum

Withheld in Full
o))

(B3

(b)(6)

(b} 7HA)

(L) C)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 179%

05/27/04

Internal e-mail

Withheld in Full
(b)(1)

(b))

(b)(5) (DPP)
{b)(6)

(b)(7THC)

Responsive in Full

See Redacted Second Hardy Decl.

FBI 182*

01/17/06

Internal e-mail

Withheld in Full
(bX1)

(b)(3)

(b)(5) (DPP)
(b)3} (ACC)

(bX/HA)
(bHUC)

Responsive in Part

See Redacted Second Hardy Decl.
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Thomas Wiiner, et al. v. NSA, ¢t al., Civ. A. No., 07-3883 (5.D. N.Y.)

UNCLASSIFIED

EXhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLL] v. DO

+ - Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ.

DOC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(S)/

COMMENTS

FBI 183*

01/18/06

Internal e-mail

Withheld in Full
(bX(1)

(b)(3)

(b)(5) (DPP)
(b)(5) (ACC)
(b)(6)

(BUTHA)
BTNHC)

Responsive in Part

See Redacted Second Hardy Decl.

FB1 184*

01/19/06

Internal e-mail

Withheld in Full
(b)(1)

(b)(2) (Low)
(B)(3)

(b)(5) (DPP)
(b)(6)

(BHTHA)
(BYTHC)

Responsive in Part

| See Redacted Second Hardy Decl.

FBI 186%

01/23/06

Internal e-mail

Withheld in Full
(b)(1)

(b)(3)

(b)(5) (DPP)
(b)(6)

{(b)(7N)(A)
(b)TNC)

Responsive in Full

See Redacted Second Hardy Dect.

=
oy
)
[¥S]
o
=Y

Withheld in Full
(b)(1)

(b)(3)

(b)(3) (DPP}
(b)(6)

(b}THA)
(b)}7XHC)

FBI 188*

01/24/06

Internal e-mail

Withheld in Full
(b} 1}

(b)}3)

(b)) (DPP)
(b)(6)

(b)7HC)

Responsive in Full

See Redacted Second Hardy Decl.

FBI 190*

Undated

Memorandum

Withheld in Full
(b))

SIS ST
|

LON LT

Responsive in Full

Con Radartad Sarand Havdy Neael

FBI 101*

Undated

Draft memorandum

Withheld i
(b)(1)

(b)(3)
(b)(5) (DPP)

PN

Full

Responsive in Full

See Redacted Second Hardy Decl.
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UNCLASSIFIED

Thomas Wilner, et al. v. NSA, et al,, Civ. A. No. 07-3883 (S.D. N.Y.)

Exhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ;

+- Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ.

DOC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(S)/
COMMENTS

FBI 192

Undated

Draft memorandum

Withheld in Full
(b))

(b)(3)

(b)(5) (DPP)

Responsive in Full

See Redacted Second Hardy Decl.

FBI 193

Undated

Internal memorandum

Withheld in Full
(b)(1}

(b)3)

(b)(6)

(b)7HO)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 194

Undated

Internal memorandum

Withheld in Full
(b)(1)

{b)}2) {Low)
(b)}(2) (High)
(b)(3)

(b}THE)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 211%

01/23/06

Tnternal e-mail

Withheld in Full
(bX(1}

(b}(3}
(b)(5}(DPP)
(b)(6)

(b} 7HA)
(b}7HC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 212*

01/24/06

Internal e-mail

Withheld in Full
o0

(b} 2)

(b)( 5} (DFPP)
(b}(6)

(b} 7HA)

(b} THE)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 220*

01/25/06

Internal e-mail with
attached Executive
Summary

Withheld in Full
(b)1)

(b)(3)

(b)5) (DPP)
(b)(6)

(bI7HC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 221*

01/25/06

Internal e-maijl

Withheld in Full
(b)(1

(b}(3)

(b}(5} (DPP)

[gnlifey)
(R

(b)E)

Responsive in Full

See Redacted Second Hardy Decl.
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UNCLASSIFIED

Thomas Wilner, et al. v. NSA, et al., Civ. A. No. 07-3883 (S.D. N.Y.)
Exhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLYU v. DOJ;

+- Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ.

DOC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(S)/
COMMENTS

FBI 223*

01/24/06

Internal e-mail

Withheld in Full
(b)(1)

(b)2) (High)
(b)(3)

(b)(6)

(bX)7XC)
(b)7)(E)

Responsive in Full

See Redacted Second Hardy Decl.

FBI 224*

01/24/06

Internal e-mail with
attached draft

Withheld in Full
(b)(1)

(b)(2) (Low)
(b)(3)

(b)(5) (DPF)
(bX6)

(b)(7)A)
(b)7HC)

Responsive in Full

See Redacted Second Hardy Decl.

FBI 234*

01/30/06

Internal e-mail with
attached executive
summary

Withheld in Full
(b)1)

(b)3)

(b)) (DFP)
(b)(6)

(b)7)A)
(bY7HC)
(b}7XD)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 236*

(02/03/06

Internal e-mail with
attached investigative
case sumnaries

Withheld in Full
(b}(1}

(b}(2) (Low)
(b}(3)

(b}(5) (DPP})
{b}6)

(bXT7HA)
(bX7HO)

(b} 7HD)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 237*

02/14/006

Internal e-mail with
attached summaries

Withheld in Full
(b)(1)

(b)2) (Low)
(b)(3)

(b)(5) (DPP}
(b)(6}

(b)(7HA)

(WY T7WY
{OR RV

AV VS oY

(bH7KD)

Respensive in Part

See Redacied Second Hardy Decl.
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UNCLASSIFIED

Thomas Wiiner, et al. v. NSA, et ai.,, Civ. A. No. 07-3883 (S.D. N.Y.)

Exhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLU v, DOJ;

+- Summary Judgment Granted for Referred Document in EPIC and ACLU v, DOJ,

DOC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(SY

COMMENTS

FBI 239

12/16/05

Internal e-mail

Withheld in Fufl
(b)1)

(b)3)

(b)(5) (DPP)
(b)(5) (ACC)
(b)(©)

(bX7)C)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 241

01/04/06

Internal e-mail

Withheld in Full
(b)(1)

(b)(2) (Low)
(b)(3)

(b)(5) (DFP)
(b)(5) (ACC)
(b)(6)

(b}THO)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 242

01/06/06

Internal e-mail

Withheld in Full
(b)(1)

(b)2) (Low)
(b}(3)

(b)}5) (DPP)
(b}5) (ACC)
(b)(6)

(b} 7HA)

(b} 7HC)

Responsive in Part

See Redacted Second Hardy Decl.

Tnternal e-
internas ¢

3

-

Eh]
1ial

i

Withheld in Full
(b)(1)

(b}(2) (Low])
(b}3)

(b)(5) (DPP)
(b} 5} (ACC)
(b)(6)

(b}7HA)
(b}7HC)

n 1ra 1 Dort
NESPONSIve In rart

See Redacted Second Hardy Decl.

FBI 244*

01/10/06

Internal e-mail

Withheld in Full
(b)(1)

(b)(2) (Low)
(b)(3)

(b)(5) (DPP)
(b)(5) {ACC)
(b)(6)

(BTN

Responsive in Part

See Redacted Second Hardy Decl.
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UNCLASSIFIED

Thomas Wilner, et al. v. NSA, et al., Civ. A. No. 07-3883 (S.D. N.Y.)

Exhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for ¥BI in EPIC and ACLU v. DOJ;

+ - Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ.

DOC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(S)/
COMMENTS

FBI 245*

01/10/06

Internal e-mail

Withheld in Full
(b)}(1)

(b)2) (Low)
(b)(3)

(b)5) (DPP)
(b)3) (ACC)
(b)(6)

(b)7)A)
(B)TUC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 246*

01/14/06

Internal e-mail with
attached draft

Withheld in Full
(bX1)

(b)}2) (High)
(b)3)

(b)(3) (DPP)
(b)(3) (ACC)
(b)(6)

G&GXUTHO)
(;dIT(E)

Responsive in Part

See Redacted Second Hardy Decl.

FB] 248*

01/16/06

Internal e-mail with
attached draft Talking
Points

Withheld in Full
(®)(1)

()3)

(b)(5) (DPP)
(b)(5) ACT)
()(©)

(D)7)(A)

WIS

Responsive in Part

See Redacted Second Hardy Decl,

FBI 249*

01/16/06

Internal e-mail

Withheld in Full
(b)(1)

(b)(3)

(b)(5) (DPP
(b)(5}{ACC)
(b)(6)

(b)(7Y(A)
(b)THC)
(b)(7HD)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 250%

01/17/06

Internal e-mail

Withheld in Full
(b)(1}

(b)3}

(b}(5) (DPP)

P SN U

LN

{b}{&;
(BHTHA)
(bHN(C)

Responsive in Part

See Redacted Second Hardy Decl,
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UNCLASSIFIED
Thomas Wilner, et al. v. NSA, et al., Civ. A, No. 07-3883 (S.D. N.Y.)

Exhibit A to Redacted Second Hardy Decl.

* Summary Judgment Granted for FBI in EPIC and ACLU v. DOJJ;

+- Summary Judgment Granted for Referred Document in EPIC and ACLU v, DOJ,

DOC. NO. DATE DOCUMENT APPLICABLE JUSTIFICATION FOR EXEMPTION(SY
DESCRIPTION EXEMPTION(S) COMMENTS

FBI 256* | 01/18/06 Internal e-mail Withheld in Full Responsive in Full
(b)(1)
(h)(3) See Redacted Second Hardy Decl.
(b)(5) (DPP)
(B)(5) (ACC)
(b)(6)
(BYTHC)

FBI 257* | 01/18/06 Internal e-mail Withheld in Full Responsive in Full
(b)1)
(b3 See Redacted Second Hardy Decl.
(b)(5) (DPP)
(B)(5) (ACC)
(b)(6)
(BYNEC)

FBI 258* | 01/18/06 Internal e-mail Withheld in Full | Responsive in Full
{b)(1).
(b)(3) See Redacted Second Hardy Decl,
(b)(5) (DPP)
{b)(5) {ACC)
(b)(6}
BITHE)

FBI 259* | 01/18/06 Internal e-mail Withheld in Full | Responsive in Full
(b)(L)
(b}3) See Redacted Second Hardy Decl.
(b)(5) (DPP)

(b}(5) {ACC}
(b)6)
(bY7HC)

FBI 260* || 01/18/06 Internal e-mail Withheld in Full | Responsive in Part
(b))
(b)(3) See Redacted Second Hardy Decl.
(b)(5) (DPP)
(b)(5) (ACC)
(bX(6)
(bX7HA)
(BXTHE)

FRI 261% | 01/18/06 Internal e-mail Withheld in Full Respaonsive in Part
by 1) .
(BY(3) See Redacted Second Hardy Decl.
(GRS LDPY)
(b)(5) (ACC)
(b}6)
(BU7HA)
(LUDCY
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UNCLASSIFIED

Thomas Wilner, et al. v. NSA, et al,, Civ. A. No. (67-3883 (S.D. N.Y.)

EXhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLU v. DO.I;

+- Summary Judgment Granted for Referred Document in EPIC and ACL.U v. DOJ.

DOC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(S)/

COMMENTS

FBI 263%

01/18/06

Internal e-mail

Withheld in Full
(bX(1}

(b}(3}

(b)(5} (DPP)
(b)(5) (ACC)
(b)6)

(BUTHA)
(bX7XC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 266*

01/19/06

Internal e-mail with
attached draft

Withheld in Full
(b))

(b)(3)

(b)(5) (DPP)
(b)) (ACC)
(b)(5) (AWP)
{(b)(6)

(BTHC)

Responsive in Full

See Redacted Second Hardy Decl.

FBI 269

01/20/06

Internal e-mail

Withheld in Full
(b)1)

(b)(3)

(b)(5) (DPP)
(b)(5) (ACC)
(b)6)

(BUNIC}

Responsive in Part

See Redacted Second Hardy Decl.

FBI 270

01720/006

Internal e-mait

Withheld in Fuli
(b)(1)

(b)(3)

(b)(5) (DPP)
(b)(5) (ACC)
(b)(6)

(BY7C)

Responsive in Part

‘| See Redacted Second Hardy Decl.

FBI 271

01/27/06

Internal e-mail

Withheld in Full
{(b)(1}

(b)(3}

(b)(5) (DPP)
(b)(5}H{ACC)
(b)(6}

(bU7XA)
(bU7HC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 273*

"01/27/06

Internal e-mail

‘Withheld in Full
(bX1)

(b)(3)

(b)(5) (DPP)
(B)(5) (ACC)
(b)(6)

(BUTHC)

Responsive in Full

See Redacted Second Hardy Decl.
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UNCLASSIFIED

Thomas Wilner, et al. v. NSA, et al., Civ, A, No. 07-3883 (S.D. N.Y.)

Exhibit A to Redacted Second Hardy Decl.

® o Summary Judgment Granted for ¥BI in EPIC and ACLU v. DOJ:

+= Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ.

DOC. MO,

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(S)/
COMMENTS

FBI 274

01/27/06

Internal e-mail

Withheld in Full
(o)1)

(b)3)

(b)(5) (DPP)
(®)(5) (ACC)
(b)(6)

(b)(THC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 275

01/27/06

Internal e-mail

Withheld in Full
(b)(1)

(b)3)

(b)(5) (DPP)
(b)(5) (ACC)
(b)(6)

(BUTHC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 276*

01/29/06

Internal e-mail with
attached drafi

Withheld in Full
(b)(1)

(b)(3)

(b)(3) (DPP)
(b)(5) (ACC)
(b)(3) (AWP)
(b)6)

(LYN(C)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 280*

01/31/06

Internal e-mail with
attached Qs & As

Withheld in Full
(b)(1)

(b))
(b)(5) (DPP)
(b)(5) (ACC)
(b)(5) (AWP)
(b)(6)
BX7AC)

Responsive in Full

11T

See Redacted Second Hardy Decl.

FBI 281%

02/01/06

Internal e-mail

Withheld in
Part/Released in
Part

{b)(6)

MINC)

-| Responsive in Part

See Redacted Second Hardy Decl.

FBI 283*

02/01/06

Internal e-mail

Withkheld in
Part/Released in
Part

(b)(6)

BTN
LRI

Responsive in Part

See Redacted Second Hardy Decl.
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UNCLASSIFIED

Thomas Wilner, et al. v. NSA, et al., Civ. A. No. 07-3883 (S.D. N.Y.)

EXhibit A to Redacted Second Hardy Decl.

* L Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ:

+ - Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ.

DOC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(S)/

COMMENTS

FB1 284*

02/01/06

Internal e-mail

Withheld in Full
(b)1)

(b)(3)

(b)(5) (DPP)
(B)(5) (ACC)
(b)(6)

(BUTNC)

Responsive in Full

See Redacted Second Hardy Decl.

FBI 285*

02/01/06

Internal e-mail

Withheld in Full
(bX1)

(bX3)

{(b)5) (DPP}
(b)(5) (ACC)
(b)(6)

HNC)

Responsive in Full

See Redacted Second Hardy Decl.

FBI 292*

02/01/06

Internal e-mail with
attached Draft
proposed questions
and answers

Withheld in Full
(d)(1)

{b)(3)

{b)(5) (DPP)
(b)(5}(ACC)
(b)(5)} (AWF)
(b)(6)

(b}THO)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 293*

02/01/06

Internal e-mail with
attached Draft
proposed guestions
and answers

Withheld in Full
(b)1)

(b))
(b)(3) (DPP)
(b)(S) (ACC)
(b)(5) (AWP)
(bX6)
(bXTXC)

Responsive in Part

117,

See Redacted Second Hardy Decl.

FBI 296*

02/07/06

Internal e-mail

Withheld in
Part/Released in
Part

(b)(6)

(BNC)

Responsive in Full

See Redacted Second Hardy Decl.

FB1297%

02/07/06

{nternal e-mail

Withheld in
Part/Released in
Part

(b)(0)

[N TARATY gt
R INST

Responsive in Full

See Redacted Second Hardy Decl.

¥BI 300%

02/01/06

Internal e-mail

Withheld in
Part/Released in
Part

{b)(6)

(bLITNO)

Responsive 1 Full

See Redacted Second Hardy Decl.
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UNCLASSIFIED

Thomas Wilner, et al. v. NSA, et al., Civ. A, No. 07-3883 (5.D. N.Y.)

Exhibit A to Redacted Second Hardy Decl.

® = Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ;

+ - Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ.

DOC. NO.

DATE

DOCUMENT
DESCRIPTION

APPLICABLE
EXEMPTION(S)

JUSTIFICATION FOR EXEMPTION(S)/
COMMENTS

FBI 301

11/19/02

Internal memorandum

(b)(1)
(b)(3)
(b)(5) (DPP)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 302

01/23/03

Internal memorandum

(b)(1)

(b)(3)

(b)(5) (DPP)
(b)(6)
(b)DC)

Responsive in Part

. See Redacted Second Hardy Decl.

FBI 303

02/20/03

Internal memorandum

(b)(1)

(b)(3)

(b)(5) (DPP)
{b)(6)
(B)(7NC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 304*

01/06/03

Electronic
Communication
{Internal
Memorandum)

Withheld in Full
(b)(1)

(®)(3)

(b)(6)

{(DITHA)
OTHC)

| Responsive in Full

See Redacted Second Hardy Decl.

FBI 305*

10/6/04

Electronic
Conmmunication
{Internal
Memorandum)

Withheld in Full
(b)(1}

(b}(2} (Low)
{b}(3})

(b)(6)

(BY7HC)

EANIFAN

Responsive in Full

See Redacted Second Hardy Decl.

Undated

Draft document

Withheld in Full
(b)5) (DPP)

Responsive in Full

See Redacted Second Hardy Decl.

Undated

Power Point
presentation

Withheld in Full
(b)1)

(b)3)

(b)3) (DPP)
(b)(6)

(b))

Responsive in FPart

See Redacted Second Hardy Decel.

FBI 314

TUndated

Power Point
presentation

Withheld in Full
(b)(1)
(b)(3)

{HY Sy (MPPY
VUL

(b)6)

(BUTHC)

Responsive in Part

See Redacted Second Hardy Decl.

FBI 316

Undated

Internal document

T Withheld in Full

(b)(1)
(b)(3)
(b)6)
(BI7HA)
(BY7XHC)

Responsive in Part

See Redacted Second Hardy Decl.
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UNCLASSIFIED

Thomas Wilner, et al. v. NSA, et al., Civ. A. No. 07-3883 (S.D. N.Y))

Exhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ;

+ - Summary Judgment Granted for Referred Document in EPIC and ACLU v. DOJ.

DOC. NO. DATE DOCUMENT APPLICABLE JUSTIFICATION FOR EXEMPTION(SY
DESCRIPTION EXEMPTION(S) COMMENTS
FBI 317+ | Undated Talking Points - Referred to DOJ OIPR; same as OIPR 65
FRI 318 01/23/06 Internal e-mail (b Responsive in Part
(b)(2) (Low}
(b)(3) See Redacted Second Hardy Decl.
(b)(5) (DPP)
(b)(6)
(bUTHC)
FBI 319* | 11/23/04 Draft document {bX 1) Responsive in Part
(b)(3)
(b)(5) (DPP) See Redacted Second Hardy Decl.
FRI 322* | Undated Draft document Withheld in Full Responsive in Full
(b)(5) (DPP)
(bY5)ACC) See Redacted Second Hardy Decl.
FBI 323% | 05/23/05 Draft document Withheld in Full Responsive in Full
{b)(5) (DPP}
(b)(3) (ACC) See Redacted Second Hardy Decl.
FBI] 324% | Undated Draft document Withheld in Full Responsive in Full
(b)(5} (DPP}
{(B)(5} (ACC) See Redacted Second Hardy Decl.
FBI 325*% | 07/19/05 Internal e-mail Withheld in Full Responsive in Full
regarding draft (b)(2) (Low)
document (bX3) (DPP) See Redacted Second Hardy Decl.
(b)(5) (ACC)
(b)(6)
(bI7HE)
FBI 326* | 08/18/05 Internal e-mail Withheld in Full Responsive in Full
regarding draft (b)2) (Low)
document (b)(5) (DPP) See Redacted Second Hardy Decl.
(b)(5) (ACC)
(b)(6)
(bITHC)
FBI 327+ | 08/31/05 Draft document Withheld in Fuli Responsive in Full
{(bX2) (Low)
(b)(5) (DPP) See Redacted Second Hardy Decl.
(B)(5) (ACC)
(©)(6)
(b)(TNC)
09/07/05 Internal e-mail Withheld in Full

regarding draft
document

(b)(2) (Low)
{5)(5) (DPP)
(B)(3) (ACC)
(b)(6)
(b)NC)

Regpongive in Full

See Redacted Second Hardy Decl.
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UNCLASSIFIED

Thomas Wilner, et al. v. NSA, et al., Civ. A. No. 07-3883 (S.D. N.Y.)

EXhib it A to Redacted Second Hardy Decl.

® = Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ;

+ - Summary Judgment Granted for Referred Document in EPIC and ACLU v, DOJ.

DOC. NO. DATE DOCUMENT APPLICABLE JUSTIFICATION FOR EXEMPTION(S)
DESCRIPTION EXEMPTION(S) COMMENTS
FBI 329* | 09/21/05 Internal e-mail Withheld in Full Responsive in Full
regarding draft (b)(2) (Low)
document {(b)5) (DPP) See Redacted Second Hardy Decl,
(b)}5SHACC)
(b)(6)
(bXTHC)
FBI 330%* | 09/13/05 Internal g-mail Withheld in Full | Responsive in Full
regarding draft (b)(2) (Low)
document (bX5) (DPP) See Redacted Second Hardy Decl.
(b)5) (ACC)
(b)(6)
(bUTHC}
FBI 331* | 05/25/05 Draft document Withheld in Full Responsive in Full
(b)(5) (DPF)
(b)(5) (ACC) See Redacted Second Hardy Decl.
(b)(6)
(bU7UC}
FBI 332 1 05/31/05 Draft document Withheld in Full Responsive in Full
(b)(S) (DPP)
(b)(5) (ACC) See Redacted Second Hardy Decl.
FBI 333* | 07/08/05 Internal e-mail Withheld in Full | Responsive in Full
regarding draft {b)(2) (Low)
document (b)(5) (DPP) See Redacted Second Hardy Decl.
(b)(5)ACC)
(h)(6)
b))
FBI 334% | 09/07/05 Draft document Withheld in Full | Responsive in Full
(b)(5) (DPP)
{(bY}5) {ACO) See Redacted Second Hardy Decl.
FBI 335% | 09/01/05 Draft document Withheld in Full | Responsive in Full
{b}(5} (DPP)
{(b}5) (ACC) See Redacted Second Hardy Decl,
FBI 336% | 09/21/05 Draft document Withheld in Full Responsive in Full
(bX(5) (DPP)
(b} SHACC) See Redacted Second Hardy Decl.
FBI 337+ | 05/24/05 Draft document Withheld in Full | Responsive in Full
(bX(5) (DPP)
(DY SHACC) See Redacted Second Hardy Decl
FRI 338+* | 05/31/05 Draft document Withheld in Full | Responsive in Full
(D)5} (DPP)
(BY3)ACC) See Redacted Second Hardy Decl.
FBI 339+ | 06/02/05 Draft doctment Withheld in Full Responsive in Full
(bX(S) (DPP)
(BIBACC) See Redacted Second Hardy Decl.
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Exhibit A to Redacted Second Hardy Decl.

* = Summary Judgment Granted for FBI in EPIC and ACLU v. DOJ;

+- Summary Judgment Granted for Referred Document in EPIC and AC1LU v. DOJ.

DOC. NO. DATE DOCUMENT APPLICABLE JUSTIFICATION FOR EXEMPTION(S)/
DESCRIPTION EXEMPTION(S) COMMENTS
FBI 340* | 8/30/05 Draft document Withheld in Full Responsive in Full
(b)}(5) (DPP)
(BX5HACC) See Redacted Second Hardy Decl.
FBI Various Serialized Documents | Withheld in Full Responsive in Part
2000% Investigative File (b))
(bX2) (Low) See Redacted Second Hardy Decl.
(b)(2) (High)
(b)3)
(b)}5) (DPP)

(b)(5) (ACC)
(b)(5) (AWP)
(b)(6)
(bITHA)
(b)(TUC)
(b)(7)(D)
(b)(7)(E)
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February 8, 2008
William Goodman, Esq. v

Legal Director

Centar for Constitutional Rights
666 Broadway, 7th Fioor

MNew York, NY 10012

Subject: Terrorist Surveilance Program
FOIPA Nos. 1038271- 1038614

Dear Mr. Goodman:

The enclosed documenits were reviewed under the Freedom of Information Act {FOIA) and Privacy Act (PA),

5US8.C. §8 552 and 552a. Deletions have been made to protect infarmation which is exampt from disclosure, with the

' apprapriate exemptions noted on the page next to the excision. In addition, a deleted page mformation sheat was inserted

- Inthe file to indicate whare pages were withheld in the entireties. The exemptions used o withhold information are marked
below and explained on the enclosed Form OPCA-16a: ’ .

Section 552 : © Section 5523

B(b(1) o  B(bKTYA) D(d)5)
a(b)(z) . O(bA7YB) o2
a(bY3) BHYTHC) S(k)1)
Section 102A()1) of the . BONTHD) O(ky(2)
Intelligenice Reform and Terrorism ~ &(bY7)E) R O(k)3)
Prevention Act of 2004 | SUBYTYF) | O(k)4)
C{bK4) _ - O{b)8) O(k)(5)
(b5} O(b}9) O(k)6)
_B(b)(&) ' BN

2,357 pages were reviewed and 188 pages are being released.

@ Document(s) wera located which ariginated with, or contained information concesning other
Government agency(ies) [OGA). This information has bean:

O refemed to the OGA for review and direct response to you.

& referred 10 OGAs for consultation. These consultations with the OGAs have been completed
and all of the referred information is exempt from disclosure pursuant 1o one or more of the
FOIA exemptions lisled above. The pages which contain the referred information are included
in the 2,557 reviewad pages listed abave.,

® You have the right to appaal any denials in this release. Appeals shouid be directed in
writing to the Direcior, Office of Informatian and Privacy, 1.3, Depar -

tof Justice, 1425

New York Ave.. NW, Sujta 11050, Washington, D.C. 205300007, within sixty {80} days from the
date of this letler. The envelope and the leiter should be clearly marked "Freedom of information
Appeal” or "Information Appeal” Please cite the FOIPA number assigned to your request so that i

may be aasily identifiad.

U The enclosed maierial is from the rmain Investigative filals) in which the subject{s) of your request was
ihe focus of the investigation. Our search lecated additional refarances, in files reiating to other
individueals, or malters, which may or may not be about your subfect(s). Our experence has shown_ when



ident, references usually congain information similar to the inforratian processed in the main file(s).
Because of our significant backlog, we have given priority o processing only the main investigative fila(s),
If you warit tha raferences, you must submit a separate request for them in writing, and they will be
reviewed al a later date, as time and resources permit,

E See additional information which follows.

David M. Hardy

Section Chief

Record/information
Dissemination Section

Records Management Division

Enclosure(s) - (2)

This is in response to your Freedom of Information Act {FOIA) request dated January 18,
2008, for specitic records dated from September 11, 2001, ta the date of your FOIA request "concerning the
development, approval, and implementation of the Executive's warrantless electronic surveillance and/or
warranttess physical search program within the United States” as administered by the National Security
Agency ("NSA"), which surveillance program is known as the Terrorist Surveillance Program {"TSP™).

As stated in our previous letter to you dated April 6, 2006, the President of the United States
"authorized the National Security Agency [(NSA)], consistent with U.S. law and the Constiluticn, to intercept
the international communications of peaple with known links to al Qaeda and related terrorist
organizations.” The President has also noted that "ftlhis is a highly classified program that is crucial to our
national security.” As a result, becauss of the highly classified nature of the TSP, we can neither confirm
nor deny the existence of any records related to any particular individual under this program. The fact of
the existence or non-existence of responsive records is a currently and properly classified matter in
accerdance with Executive Order 12958, as amended. Thus, the confirmation of the axistence or non-
existence of any such TSP records concerning any individual is herewith denied pursuant to FOIA

PR Y

Exemption (bX1).

in additicn, aithough the existence of the TSP has been publicly acknowledged and certain
general facts about the TSP have been publicly disclosed by officials of the Department of Justice ("DOJ™)
and the FBI, Ihe President and other Executive Branch officials have stated that sensitive information about
the nature, scope, operation, and effectiveness of the TSP remains classified and cannot be disclased
without causing exceptionally grave harm to the naticnal security of the United States. Therefore, nearly all
of the specific records responsive 10 your FOIA request are herewith being denied pursuant to FOIA
Exemption (b} 1), 5 U.S.C. § 552(b)X1). FOIA Exempion 1 pertains to national security information which is
" properly classified pursuant to Executive Order 12958, as amended. The informalion protected by this
FOIA exemption is currently and properly classified because its disclosure coutd reasonably be expected to
cause exceptionally grave damage 1o the national security of the United Staies

Additionally, many of the documents responsive to your request which invalve the TSP relate
to several ongoing FBI counterterrorism investigations, and are being denied in full pursuant to FOIA
Exemption (b)}(7XA). 5 U.S.C. § 552(b}(7)A). The anly releasatle information in the s
responsive {o vour FOIA request is infarmation which has hean =rinstied | o
releases to the media, official public speeches, pubtic testimony before Congress, or prior FOIA releases.
The records which contain such publicly available information are enclosed with this letter. FOIA
Exemption (b)}7XA) pertains to information compiled for law enforcement purposes which, if disclosed,

couid reasonably be expected to interfere with enforcement proceedings.




Please be advised thal the specific records responsive to your FOIA request also contain
certain information which is hereby denied pursuant to FOIA Exemptians (b)(2), (b)(3), (bX5), (b)(6),
(D)TAC). (BATHD), and (bYTXE), 5 U.S.C. §§ (bX2), (bX3) (bXS), (b)(6}. (bYTHCT), {(bX7)D), and (b)Y 7HE).
Specifically, FOIA Exemption (b){2) exempts from disclosure information related solely to \he internal
personnel rules and practices of an agency. This FOIA exemption encompasses two distinct categories of
information, both of which are present here, which are internal in nature: trivial administrative matters of no
genuine public interest ("Low 2") and infermation which, if disclosed, would risk circumvention of
investigative techniques ("High 2"). FOIA Exemption {b)(3} pertains to information which is specifically
exempted from disclosure by slatule, which in this instance is the National Securily Act of 1947, as
amended by Section 102A(iX1) of the Intelligence Reform and Terrorism Prevention Act of 2004 (50, U.S.C.,
§ 403-1(iX1)]. FOIA Exemption (b)(5) pertains 1o certain inter- and intra-agency communicalions protected
by the deliberative process and altorney-client privileges. FOIA Exemption (bX8) pertains to informaticn
which, if disclosed, would constitute a clearly unwarranted invasien of the personal privacy of third-party
individuals. FOIA Exemption (b)7)C) pertains to records or information compiled for law enforcement
purposes which, if disclosed, could reasonably be expected 1o constitute an unwarranted invasion of the
personal privacy of third party individuals.- FOIA Exemption (b)(7)D) pertains to records or information
compiled for law enforcement purposes which, if disclosed, could reasonably be expected to reveal the
identity of a confidentiat source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and information furnished by a confidential
source. Finally, Exemption 7({E) protecls records compiled for law énforcement purposes, but only o the
extent that the production of such law enforcement records or information would disclose techniques and
procedures for law enforcement investigations or prasecutions, or would disclose guidelines for faw
enforcement investigations or prosecutions if such disclosure would reasonably be expected ta risk
cireumvention of the law. ‘ : '

In addition, please note that two FBI Headquarters ("FBIHQ"} investigative main files
concerning a} the FBI's investigative participation in the TSP and b) the FBI investigalion of the potential
unauthorized disclosure of classified information concerning the TSP to the public may contain records that
are responsive to your FOIA request. Inasmuch as these twa FBI investigative main files pertain to ongoing
F-Bl investigations, any such responsive records, if they exist, are herewith being denied in their entirety
pursuant to FOIA Exemption (bX7XA). These two main files were not examined to determine if there are
any records responsive o your FOIA request and thus, any such responsive records, if they exist, were not
included in the 2,557 pages reviewed for your FOIA request.



OPCA-16a (Rev. 12-3.95)

7

EXPLAMATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UMITED STATES CODE, SECTION 552

(A) specifically autharzed uncer critaria estabiished by an Exacutive order i ne <ept secrai in the iniorest of rational delense or
foreign policy and (B] are in fact properly ciassified pursuant to such Exacuiive onder

related solely to the intarrai perscnnel rules and practices of an ggency;
specifically exempted from disclosurs by statute [other than saction 5320 of this tils), proviied that such siatuie (A) reguires that

the matters be withheld from the pubiic in such a manner as lo ieave no discration on he issue. or 1B establishes particular criteria for
withholding or refers to particuiar lypes of matters to be withheld:;

trade secrets and commercial or tinancia: information obtameat from 2 gerson and otiileged or confidantial:

inter-agency or intra-agency memarandums or letters wnich would not be available Dy iaw {0 a party other than an agency in litigation
with the agency;

parsonnel and medicai fies and simiar tes the disclosure of which would corsitute a clearly urwarranted invasion of cersonal privacy;

records or informaton compited for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information {A) could reasonably be expectea to interfere with enforcement procasdings, (B} would deprive & person of a right
fo a fair trial or an impartial adjudication. (C) could reasonably be expected to conslitule an unwarranted invasion of personal privacy,
{0} couid reasonably be expected to disclose the identity of a confidantial scurce, incliding a State, iccal, or forsign agency or authority
or any privata institution which furnished information on a confidential basis, and, in the case of recard or irformation compiled by

a criminal law enforcement authorily in the course of a criminal investigation. or by an agency conducting a lawiui nationat security
intelligence investigation. informaton furnished by a confideniial source, (£} would disaicse tachniques and procedures for law enforce-
ment investigations or prosecutians, or wold disclose guidelines for law enforcement investigations or prosecutions if such disclosure
couid reasonably ba expected (o risk circumvention of the law, or {F1 couid reasonably be expected to endanger e ife or physical
sarety ot any individuay; :

containad in cor related to exarination, operatng, or condition reports prepared by, on benalf of, or for the use of an agency responsiole
for the reguiaton ar supervision of financial institutions; or :

geological and geophys:cal information and data, inciuging maps, concerning wells,
SUBSECTIONS OF TITLE §, UNITED STATES CODE, SECTION 5523
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law irctuding efforts o crevant, control. ar reduce crime
or apprenend criminals; :

information which is currently and properly classified pursuant to an Executive order in Ihe interest of the natonal defense or
foreign policy, for exampie, information invotving intefiigence seurces ar metrods:

investigatory material compiied for law enforcement purposes, cther than erminal. which did not result in loss of a right, benetit or
privilege under Federal programs. or which would identify a source who furnished information pursuant to a sromise that his/her identity
would be held in confidence;

material maintained in conrecticn with providing proiactive services to the President of the Urited Statss or any other individual pursuant
to the autherity of Title 18. Unried Staies Code, Section 3058,

required by statute io be maintained and used salely as statistical records:
investgatory material comgpiled solely for the purpose of determining suitatiiity, eligidiity, or quaifications for Federat civilian employment

or for access 1o classifizd information. the dgisclosure of which would -eveal tha denity of the person who furnished information pursuant
1o a promise that his,her identity would be held in confidencea:

testing or examination matesnial used (o determing individual o
Me retease of which would compramise the testing or exarmiration arocess:

0ns for 2opcimirrent or proamouon ir Fed

A revedl the wgentity of the parson

materal used to datermine potersal for promation in the armed servicas, ha disciozure of wihich we
who furnished the material pursuant *o a oromise that Risiter mentity wowd be held in confidercs




